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Cireson Portal for Configuration Manager

The Cireson Portal for Configuration Manager is a web-based experience to help manage and

standardize daily tasks outside of the native Configuration Manager console.

Productivity-boosting features include:

e Available anywhere, anytime

e Inventory data visibility

e Collection membership visibility

e Software management and deployment
e OSD management and deployment

e MDT integration and deployment

e Templates for software, OSD and deployments
e Role-based administration
e  Built-in report viewer

The purpose of this document is to explain how to install and perform the initial configuration of the

Cireson Portal for Configuration Manager, referred to as the Portal from here on.

Version Date Author Description

1.0 13% Mar 2017 Cliff Hobbs Final

Ref Document Author Status | Version

[1] Cireson Portal for Configuration Manager Cliff Hobbs Draft 0.0b
Administration Guide

[2] Cireson Portal for Configuration Manager Cliff Hobbs Draft 0.0a
Troubleshooting Guide

It is assumed that any readers of this document are competent with installing, configuring and using the

various software components mentioned throughout this guide.

NOTE:

Administration and Troubleshooting of the Portal are covered in the Administration [1]

and Troubleshooting [2] Guides.

This Installation Guide is based on an environment containing the following versions (see the
section for details of supported configurations):

e Windows Server 2012 R2 for server resources
e  Windows 10 for using the Portal

e S

QL 2014 with Service Pack 2

e System Center Configuration Manager (ConfigMgr) Current Branch
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If you are using different versions to these in your environment you will need to adjust the steps
accordingly for those versions.

We are constantly looking to improve everything we do. If you have any feedback on this document of
the Portal itself, please email team@cireson.com.

Likewise, if you have any Feature Suggestions, please submit them in the Configuration Manager Portal
area of the Feature Requests section at https://community.cireson.com
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Cireson Portal for Configuration Manager

The Cireson Portal for Configuration Manager can either be installed on the ConfigMgr site server or on
a separate server that has access to the site server and the site database server provided it meets the
following minimum requirements.

NOTE: If you decide to install the Portal on a server other than the ConfigMgr site server, we
recommend that server is configured as detailed in this guide.

Regardless of where you install the Portal, the target server has to meet the following minimum
software requirements:

e Microsoft Windows Server 2008 with IIS 7 or later — Any version of Microsoft Windows Server
that is currently supported for ConfigMgr 2012 is currently supported?.

e Microsoft System Center Configuration Manager (ConfigMgr) Current Branch/ ConfigMgr 2012
— Any version of ConfigMgr currently supported by Microsoft.

e Microsoft SQL Server 2012 or later — Any version of Microsoft SQL Server that is currently
supported by Microsoft and that is also supported for ConfigMgr is supported by the Portal with
the exception of SQL 2008 (although it remains supported by ConfigMgr, it is no longer under
mainstream Microsoft support).

e _.NET Framework 4 or greater

If you are using the Microsoft Deployment Toolkit (MDT) the Cireson Portal for Configuration Manager
can be optionally integrated with this as well as ConfigMgr. This integration can be performed either at
the time the Portal is configured or at a later date.

1See https://technet.microsoft.com/en-us/library/gg682077.aspx#BKMK SupConfigServerOS
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Cireson Portal for Configuration Manager

The following process needs to be followed in order to install the prerequisites and the Cireson Portal
for Configuration Manager:

NOTE: The initial release of the Portal does not include an installer to automate the installation
of the majority of these prerequisites and the Portal itself. Cireson is considering
providing an installer in a future release to automate as much of the installation as
possible.

In order to be able to install the Portal you need a standard Active Directory user account that will be
used:

e Asthe application pool identity

e To pull data from ConfigMgr database

e To interact with the ConfigMgr Portal database

e To interact with the MDT database (if you are using MDT)
e To interact with the ReportServer database

NOTE: If you used a service account to install ConfigMgr you will probably use the same account
for the Portal. If you either did not use a service account or would like to use a separate
account for the Portal, you need to ensure the account is a Full Administrator user in
ConfigMgr which will add it as a member to the site server’s local SMS Admins group in
order to have access to the SMS Provider.

Also, if the Portal will be configured with the rights to remove a computer object from
Active Directory (AD) if it is deleted from the Portal, those permissions are required for
the account used for the Portal in AD.

Administrative access to the Portal is controlled through group membership. Depending on your
environment you could create a local group on the server that will host the Portal called Cireson CM
Portal Admins that will contain the user accounts of anyone requiring administrative access to the
Portal. In this way controlling who has administrative access to the Portal is simply a case of managing
the membership of the Cireson CM Portal Admins group.

Both Local and Domain groups are supported by the Portal.
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NOTE: Multi Domain/ Forest Environments

In multiple Active Directory (AD) domain / forest environments, a single AD account
typically cannot access resources in a foreign domain or forest. In such environments, the
Portal allows an account for each domain / forest to be specified allowing the Portal to
perform tasks on the domain by using the specified credentials.

This includes actions performed on remote ConfigMgr site servers, in SQL and AD, and
machine policy download triggers on client computers.

DNS requirements

In order to be able to install the Cireson Portal for Configuration Manager you need to create a new
Alias (CNAME record) in your Domain Name System (DNS) pointing to the address for the Portal on the
Internet Information Services (lIS) Server on which the Portal will be installed.

For example:

http://ConfigMgrPortal.mydomain.local

where mydomain.local is the name of your domain.

The following procedure walks you through adding a new alias (CNAME) resource record to a zone in
Windows Server 2012 R2.

To add an alias (CNAME) resource record to a zone:

1. Logon to the server where DNS is controlled.

2. Start Server Manager.

3. Click the Tools menu then select DNS which will start the DNS Manager Microsoft Management
Console (MMQ).

=) Server Manager = |a
Server Manager * Dashboard - @) | P v
Active Directory Administrative Center
WELCOME TO SERVER MANAGER Active Directory Domains and Trusts
I Dashboard Active Directory Module for Windews PowerShell
§ Local Server Active Directory Sites and Services
5 Al Servers %t . Active Directory Users and Computers
- Configure'this local servi | aps et
T§l AD DS
- Component Services
{% DHCP QUICK START . N
omputer Management
2 DNS 2 Add roles and features i gement
Defragment and Optimize Drives
H§ File and St Services
& Hie and Storage services 3 Add other servers to manai DHCE
|ons ]
WHATS NEW 4 Create a server group Embedded Lockdown Manager
Event Viewer
5 Connect this server to clou Group Policy Management
SCS| Initiator
LEARN MORE Local Security Policy
Microsoft Azure Services
ODEC Data S 32-bit
ROLES AND SERVER GROUPS R
Roles:4 | Servergroups:1 | Serverstotal: 1 ODEC Data Sources (64-bit)
Monitor
il ADDS q i DHCP Resource Monitor
- Security G on Wizard
@ Manageability @ Manageability Services
B Eroe System Configuration
. . System Information
Services Services ot Seheculer
Performance Performance Windows Firewall with Advanced Security
BPA results BPA results Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x6)
Windows PowerShell ISE
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4. Inthe DNS Manager navigate to DNS | <server_name> | Forward Lookup Zones.

5. Right-click the relevant forward lookup zone where you want to add the Alias resource record for
the Portal website name and click New Alias (CNAME). The New Resource Record dialog box
opens.

File Action View Help

o= rElXEc BH= § 8

£ DNS Name
4 3 pc (&l Global Logs
I Global Logs | Forward Lookup Zones

4 [ Forward Lookup Zones [ Reverse Lookup Zones
I @ _msdes.Cireson.com ] Trust Points

- | Cirespn.com. ==
[ Reverse Update Server Data File

t [ 7] Trust Poi Reload
b [ Conditio New Host (A or AAAA)...
e |New Alias (CNAME)...

MNew Mail Exchanger (MX]...

Mew Domain...

MNew Delegation...

Other New Records...

DNSSEC 3
All Tasks 3
Delete

Refresh

Properties

Help

Create a new alias resoorce recoras

6. Inthe New Resource Record dialog box type the name of the alias to be used for the Portal
website name in the Alias name field, for example ConfigMgrPortal

Alias (CMAME)

Alias name (uses parent domain if left blank):
I ConfigMgrPortal| I

Fully qualified domain name (FQDMN):
| ConfigMgrPortal.Cireson. com,

Fully qualified domain name (FQDM) for target host:
| [

[[] Allow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

=

NOTE: As you type the alias in the Alias name field the Fully qualified domain name
(FQDN) field is automatically populated.

Installation Guide 1.0 6



Cireson Portal for Configuration Manager

7. If you use Fully Qualified Domain Names (FQDNSs) in your environment, in the Fully qualified
domain name (FQDN) for target host field type the FQDN of the computer on which the Portal
will be stored. Alternatively click the Browse button to browse the DNS namespace for the host
(A) resource record for server on which the Portal will be installed.

MNew Resource Record -

Alias (CNAME)

Alias name {uses parent domain if left blank):
| ConfigMarPortal |

Fully qualified domain name (FQDM):

| ConfigMgrPortal. Cireson.com. |

Fully qualified domain name (FQDM) for target host:

IPrimary.Cireson.com || Browse... |

[] Allow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name,

| oK | | Cancel

8. Click OK to add the new record to the zone.

The next step in the process is to use Internet Information Services (1IS) to create and configure a new
Website for the ConfigMgr Portal.

To create and configure a new Website for the Portal:

1. Logon to the server that will host the Portal.

2. Create a new folder under C:\inetpub to host the new Website, for example ConfigMgr Portal
3. Extract the Cireson ConfigMgr Portal.zip to the new folder created in Step 2.
4

Start Internet Information Services (1IS) Manager.
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5. Expand the server object in the left hand pane, then right-click Sites and select Add Website.

! ‘i » PRIMARY » E!!l!

File View Help
@3 PRIvARY Home et

@ -Hiz |8 Manage Server
-5 Start Page = 2 Restart
Filter: - ¥ Go -l ShowAll | G : - - M
4 /85 PRIMARY (CRESON\CM Adm | " ¥ Go - GshowAll |Group by: Ares b stat
: %?;ph(atmn%m; A6PNET . N . ~lm s
" r} — — BN
j‘l Add Website... @ 9 =R Jaj View Application Pools
@ Reron NET NET Error NET  NETTrust Application Connection View Sites
. Compilation  Pages  Globalization  Levels Settings Strings Cheng NEE e
[ Switch to Content View = ﬁ Version
ELIR % La & @ Get New Web Platform
Machine Key Pagesand  Providers  Session State SMTP E-mail Companents
Controls @ Help
s ~
L2 A B 9 o B
ASP Authentic.. Authorizat.. Compression Defeult  Directory  ErrorPages
Rules Document  Browsing

B & = o B¢

Failed Handler HTTP HTTP [P Address  ISAPland  ISAPIFilters
Request Tra.. Mappings  Redirect  Respon.. andDoma.. CGIRestri..

logging MIMETypes Modules  Output  Request Server Worker
Caching  Filtering  Certificates  Processes

Management -
3 LY =
& & 2
Configurat..  Feature IS Manager 1IS Manager Management  Shared
Editor Delegation  Permissions Users Service  Configurat...
- e Tz e 0 e

6. On the Add Website dialog box, type the name of the Website in the Site name field for
example ConfigMgr Portal

Site name: Application pool:
IConfigMgr Portal I |ConﬁgMgr Portal | Gelect...
Content Directory
Physical path:

| [ ]

Pass-through authentication

| Connect as... | | Test Settings... |
Binding

Type: IP address: Port:

|http v| |AII Unassigned v| |3ﬂ |
Host name:

Example: www.contoso.com or marketing.contoso.com

[w] Start Website irnmediately

oK | | T
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7. Inthe Physical path field, either type the path or browse to the folder created in Step 2.

Site name: Application pool
|ConfigMgr Portal | |C0nﬁgMgl Portal | Select...
Content Directory
Physical path:
IC:\inetpu b ConfigMgr Portal I III
Pass-through authentication
| Connect as. | | Test Settings... |
Binding
Type: IP address: Port:
|http v| |AII Unassigned v| |30 |
Host name:

Example: www.contoso.com or marketing.contoso.com

[w] Start Website immediately

| ook || canca |

8. Inthe Host name field, type the name for the website, for example ConfigMgrPortal (no spaces)
then click OK.

Site name: Application pool:
|ConfigMgr Portal | |C0nﬁgMgl Portal | Select...
Content Directery
Physical path:
|C:\inetpu b\ConfigMgr Portal | EI
Pass-through authentication

| Connectas... | | Test Settings... |

Binding
Type: IP address: Port:
|http v| |AII Unassigned v| |30 |

Host name:
IConfigMgrPortal I

Example: www.contoso.com or marketing.contoso.com

[] Start Website immediately

oK || concel
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IMPORTANT: Make sure to enter the name of the Portal in the Host name field and not that
of the actual server FQDN. If you enter the FQDN of the server, it will conflict
with your Management Point and take it offline causing it to generate Status
Message ID 5436:

MP Control Manager detected management point is not
responding to HTTP requests. The HTTP status code and
text is 401, Unauthorized

The new Website will be shown in Internet Information Services (1IS) Manager.

= Internet Information Services (IIS) Manager -|a
@ |5 » PRIMARY » Sites » J@ @
File View Help
" @5 sit :
= ites
- 2|8 3 @ Add Website...
N St Page Set Website Defaufts...
X Fiter: - ¥ Go ~ (G Show All | Group by: - Website Delauts SR
293 PRIMARY (CIRESONNCM Adim | 0" o - Gyshow "0up by No Grouping =
" s Edit Site
"3 Application Pools Name D Status Binding Path
al[a] Sites @ Confighigr Portal 2 Started (ht.. ConfigMgrPartal on %20 (httg) Ch\inetpub\Config Loz
b &P Default Web Site @ Default Web Site 1 Started (ht. 80 (http),:443 (https) %SystemDrivedahit [ Besic Settings..
» €0 WSUS Administration || @) WSUS Administr... 453579508  Started (ht.. 18530 (hitp),:8531 (https) CA\Program Files\l || 4} Explore
» € Configgr Portal Edit Permissions...
X Remove
Rename
View Applications
View Virtual Directories
Manage Website ~
2 Restart
»
B Stop
Browse Website
— Browse ConfiggrPortal on
=80 (http)
Advanced Settings...
Configure
Failed Request Tracing.
Limits...
@ rep
< O >
: ;| [ Festre Vew i Conenc iew
Ready L]

9. Click the newly created Website.

10. Under the IIS section of the ConfigMgr Portal Home page, right-click Authentication and select
Open Feature.

Lz} Internet Information Services (11S) Manager =g

©) ‘G) » PRIMARY » Sites » ConfigMgrPortal » ‘m @~
File View Help

Connections Actions

@- 218 @ ConfigMgr Portal Home oL

& Start Page

. - ! : - E- 8l Explore
2163 PRIMARY (CRESONCM Adrr Filter: Go - G Show All | Group by: Area B2 B

p Edit Permissions...

3 Application Pools ASPNET ~ln P ermiore

4@ Sites > & — T 3 Edit Site

— =n 2 A \

b€ Defautt Web Site 2 Z “ F 2 é’;’ Bindings...

€9 WSUS Administration NET NET NET Error NET  NETProfile .NETRoles .NET Trust [E] Basic Settings..

» '@ ConfigMgr Portal Authorizat.. Compilation  Pages  Globalization Levels ————

. - View Applications
gi‘! B g%‘:? =g i‘\?;. & View Virtual Directories

.NET Users  Application Cennection MachineKey Pagesand  Providers Session State Manage Website 2

Settings Strings Controls o o
) = ||®
= 8 Stop
SMTP E-mail
Browse Website
— Browse ConfigMgrPortal on
iIs ~ 80 (http)
¢ B a = Advanced Settings...
= el Open Feature @ == “ Confi
nfigure
AP Authenti default Directory  Error Pages
| _on|B Eploe cument  Browsing Failed Request Tracing...
=1 e Edit Permissions. L ¥ ij Limits...
B & = v @ B © v
Failed Handl £ Pddress  ISAPIFilters  Logging
Request Trs... Mappin|[=] Basic Settings. Doma.
i ol View Applications g
J A View Virtual Directories
MIME Types  Modul Settings
Manage Website »
@ Hep
Ready a3
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11. On the Authentication screen, right-click Windows Authentication and select Enable.
5 Internet ion Services (IIS) - |o

C) [@ » PRIVMARY + Sites » Confightor Portal » [& <t @ -
File View Help
@ 7 |8 q Authentication "
ST nable
;g Start Page Groupby: MoGrouping = @ Hep
293 PRIMARY (CIRESONVCM Adr "
"2 Application Pols ame Status Response Type
0] Sitee Anonymous Authentication Enabled
» @ Defaut Web Site ASP.NET Impersonation Disabled
€ WSUS Administration | Basic Authentication Disabled HTTP 401 Challenge
» € ConfigMgr Portal Forms Authentication Disabled HTTP 302 Login/Redirect
1) Windows Authenfication Dicabled enge
Enable
@ Hep
) 5| [ Ftrs Vo | ontet Vi
Configuration: 'localhost' spplicationHost.config , <location path="ConfigMgr Portal"> FE
9 PP 9 P gMg |

12. Right-click Anonymous Authentication and select Disable

13. Ensure all other authentication methods are disabled (if any are enabled simply right-click on
them and select Disable).

14. Click the ConfigMgr Portal site under Sites to return to the ConfigMgr Portal Home page.

15. Under the Actions pane click Bindings.

o Internet ion Services (IIS) =g
© 0 |0 » PRIMARY » Sites » Confighgr Portal » |m Al @ -
File View Help
: Confighgr Partal H ;
re onfi r Portal Home
€ - el % @ amMg B Explore
65 Start Page ) = Edit Permissiens...
.63 PRIMARY (CIRESON\CM Ad Filter: Go - lgyShow All | Group by: Area —
[ Edit Site
-2} Application Pools ASPNET ~n —
(8] Sites ! & — F o -
- =n 2 i \
+-€D Default Web Site ] N~ U o R é‘e’ 18 Basic Setfings
b€ WSUS Administration NET NET NET Error MNET  .NETProfile .NETRoles .MET Trust View Applications
v /@ ConfigMgr Portal tharizat.. G Pages Levels View Virtual Directories
i = = e )
.5_3‘ D ;ﬂ? = %?ﬂ & Manage Website ~
NETUsers  Application  Connection MachineKey Pagesand  Providers  Session State @ Restart
Settings Strings Controls »
roy = B Stop
=] Browse Website
SMTP E-mail == Browse ConfighMgrPortal on
*:80 (hitp)
iIs “ Advanced Settings...

Configure
&

Failed Request Tracing...

2 :’is?_a £ \@ ]

ASP Authentic.. Authorizat.. Compression Default  Directory  ErrorPages

Rules Document  Browsing _ L
- - — @ Help
| 1 i = Wt u n
B & & € F ¢ B§
Faled  Hondier  HTTP HTTP P Address  ISAPIFilters  Logging
RequestTra.. Mappings  Redirect  Respon.. and Doma..
m R [
o u a a n
Eod ¥ & &
MIMETypes Modules  Output  Request S Seftings
Caching  Fitering
v
. | T Fetesiew | Content i
Ready L=
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16. On the Site Bindings dialog box, verify that a binding for the Portal alias already exists then click
Add.

| Type Host Mame Port IP Address Binding Informa... 9 Add...
http ConfigMgrPertal 80 *

Edit...

Remove

Browse

17. On the Add Site Binding dialog box type the FQDN of the Portal Website in the Host name field
then click OK.

IP address:
v| |AII Unassigned v‘ |3EI

“B configmgrportal.cireson.com| I

Example: www.contoso.com or marketing.contoso.com

IMPORTANT: Make sure to enter the FQDN of the Portal in the Host name field and not that of
the actual server FQDN. If you enter the FQDN of the server, it will conflict with
your Management Point and take it offline causing it to generate Status Message
ID 5436:

MP Control Manager detected management point is not
responding to HTTP requests. The HTTP status code and
text 1s 401, Unauthorized
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Both of the bindings should now appear on the Site Bindings dialog box.

Type Host Mame Port IP Address Binding Informa...
http ConfighMgrPortal 80 *

http configmgrportal.cireson.com 80

18. Click Close.

NOTE: Leave Internet Information Services (1IS) Manager open as it is required in the next
section.

Configuring the IS Application Pool

The next stage of the installation process involves configuring the Internet Information Services (l1S)
Application Pool.

To configure the IIS Application Pool:

1. Logon to the server that will host the Portal.
2. Start Internet Information Services (1IS) Manager (if it isn’t already).

3. Navigate to <server_name> | Application Pools.

@ 7 v PRIMARY » Application Paols w Ny @

File View Help

Comectons o Ao
Q- |2 |8 e; Application Pools (3 Add Application Pool...
f :ﬂ Start Page This page lets you view and manage the list of application pools on the server. Application pools are Set ApphcaticniEoolBCAEES
495 PRIMARY (CIRESON\CM Ad | ccociated with worker processes, contsin one or more spplications, and provide isolation smong different @ Hep
_ applications.
b 8] Sites
Fiter: + % Go - (g Show All | Group by: No Grouping
Name < Status_ NET CLRV... Managed Pipel... Identity Applice
BV NET VS Started  vAD Integrated ApplicationPoolid... 0
£} NET va 5 Classic Stated  v40 Classic ApplicationPoolld... 0
(1 CCM Client Deployment P...  Started 4.0 Classic LocalSenvice 1
) CCM Client Notification Pr... Started  v4.0 Classic LocalService 1
£ CCM Server Framework Pool  Started  v4.0 Classic LocalService 2
£} CCM Windows Auth Server... Started  v4.0 Classic LocalService 1
L) Configgr Portal Stated w40 Integrated ApplicationPoolld... 1
) ConfigMgrPortal Stated  v40 Integrated Cireson\Ciresen ... 0
£} DefaultappPool Started  v40 Integrated ApplicationPoolld... 1
' SMS Distribution Points Pool  Started  v4.0 Integrated LocalService 2
2 SMS Management Point Po... Started 4.0 Classic LocalService 1
2 SMS Windows Auth Manag... Started 40 Classic LocalService 1
ErwsusPool Stated  v40 Integrated NetworkService &
< w >
< m 51 [E]Features View | & Content View
Ready &
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4. Right-click the ConfigMgr Portal Application Pool and select Advanced Settings.

@ |3 » PRMARY » Application Pools o

File View Help

oo -
@-HIi= 8 ; PP & Add Application Pocl...
gﬂ start Page This page lets you view and manage the list of application pools on the server. Application pools are Set Applicatio g
2 PRIMARY (CIRESOMVCM Adn | 2ccociated with worker processes, contain one or more applications, and provide isolation among different Application Pool Tasks
(2} Application Pools applications.
N b Start
b-[&] Sites
Filter: » " Go - lgShow All | Group by: No Grouping o B Siop
-
Name o Status  NET CLRV.. Managed Pipel.. Identity Applic || @ Reoydlen
) NETwAS Started 4.0 Integrated ApplicationPoolld... 0 Edit Application Pool
2 NET 4.5 Classic Started V4D Classic ApplicationPoolld... D Basic Settings...
) CCM Client Deployment P...  Started w40 Classic LocalSenvice 1 Recycling...
(£} CCM Client Motification Pr... Started  v4.0 Classic LocalService 1 Advanced Seffings...
5} CCM Server Framework Pool  Started  v4.0 Classic LocalService 2 Reroa
5} CCM Windows Auth Server... Started  v4.0 Classic LocalService 1 ——— o
W [ ConfigMgr Portal ApplicationPogiida, 1 ¥ ilkeno
oniriig o & Add Application Pool (mbpphicznongoolio - NN
2} ConfigMgrPortal Cireson\Cireson C... 0 View Applications
Set Application Pool Defaults... )
5} DefauttAppPool ApplicationPoolld... 1 @ Hep
5 SMS Distribution Points Poo| b Start LocalService 2
£} SMS Management Point Po.| @ Stap LocalService 1
2 SMS Windows Auth Manag.{ = Recycle.. LocalService 1
) WeusPool Basic Settings.. NetworkService 8
Recycling
QI Advanced Settings..
Rename
X Remove
View Applications
@ Hep
<[ [ >
< m > | |[=]] Features View |{Z Content View
Ready L=

5. On the Advanced Settings dialog box verify that the .NET CLR Version under the (General)
section is set to v4.0

4 (General) Kl
I
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
MName ConfigMgrPortal =
Queue Length 1000
Start Mode OnDemand
4 CPU —
Limit (percent) o
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4284967295

Processor Affinity Mask (64-bit ¢ 4294967295
4 Process Model

I» Generate Process Model Event L

Identity ApplicationPoolldentity

Idle Time-out (minutes) 20

Idle Time-out Action Terminate ~
.NET CLR Version

[managedRuntimeVersion] Configures the application pool to load a
specific NET CLR version. The CLR version chosen should correspond to
the appropriate version of the .NET Framework being used by your applic...

ok || cancet |
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6. Under the Process Model section click the ellipses ([--]) after the Identity field.

4 Process Model
I»  Generate Process Model Event L

Identity licationPoolldenti
) P!
20

Idle Time-out (minutes)

[>

Idle Time-out Action Terminate

Load User Profile False

Maximurm Worker Processes 1 ]
Ping Enabled True

Ping Maximum Response Time | 90

Ping Period (seconds) 30 =

Shutdown Time Limit (seconds) 0
Startup Time Limit (seconds) a0
4 Process Orphaning -
Enabled False
Executable
Executable Parameters
4 Rapid-Fail Protection
"Service Unavailable” Response ™ Httplevel
Enabled True v
Identity
[identity Type, username, password] Configures the application pool to run

as built-in account, i.e. Application Pool ldentity (recommended), Network
Service, Local Systemn, Local Service, or as a specific user identity.

| QK | | Cancel |

7. On the Application Pool Identity dialog box, select the Custom account: option and then click
the Set button.

(O Built-in account:

|App|icati0nPooIIdentit}r v|

® Custom account:

o« || caned |
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8. On the Set Credentials dialog box enter the credentials (including the domain name), for the
Portal service account created in the Account and group requirements section then click OK. For
example Cireson\Cireson CM Portal.

Set Credentials _

User name:
|Cire50n\Ciresnn CM Portal| |

Password:

Confirm password:

OK | | Cancel ‘

9. On the Application Pool Identity dialog box, check that the Custom account field contains the
correct value then click OK.

Application Pool Identity [ 2 N

) Built-in account:

ApplicationPoolldentity

®) Custom account:

o IClrezcn'-.Clre:cn CM Portal I | Set... |

9' QK I | Cancel ‘

10. To avoid potential performance issues with the initial loading of the Portal we recommend
changing the value for the Idle Time-out (minutes) setting from 20 to 0.

Advanced Settings |L-

4 Process Model ~
I Generate Process Model Event L

Identity Cireson\Cireson CM Portal

e Te-out (rinutes) —— 0 |
|dle Time-out Action Terminate

Load User Profile False

Masxirmum Worker Processes 1

Ping Enabled True

Ping Maximum Response Time | 90

Ping Period (seconds) 30 =

Shutdown Time Limit (seconds) 90
Startup Time Limit (seconds) 90
4 Process Orphaning
Enabled False
Executable
Executable Parameters
4 Rapid-Fail Protection
"Service Unavailable" Response ™ Httplevel
Enabled True e
Idle Time-out (minutes)
[idleTimeout] Amount of time (in minutes) a worker process will remain

idle before it shuts down, A worker process is idle if it is not processing
requests and no new requests are received.

0K | ‘ Cancel
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MORE If you do not change the value of the Idle Time-out (minutes) setting, after 20

INFORMATION: minutes of receiving no traffic the Portal’s Application Pool will terminate. Then
when traffic is received, the Application Pool for the Portal needs to be created,
ASP.NET or other frameworks needs to be loaded, and then the Portal needs to
be loaded. All of this can take a few seconds. Changing this setting to 0 should
not adversely affected IIS.

The next part of the configuration process involves configuring IIS Recycling.

NOTE: We recommend you configure IIS Recycling to occur at a specific time when the system
usually has the lightest load, rather than the default of occurring every 1,740 minutes to
avoid unexpected errors in the Portal event log similar to:

Thread was being aborted

General recommendations are provided in the following section but you should
configure this setting (or even disable it), depending on your own environment.

To configure IS Recycling to occur at a specific time:

1. Under the Recycling section, change the value of the Regular Time Interval (minutes) setting
from 1740 to 0 otherwise you will be performing IIS recycling both every 1740 minutes and at
the specific time specified later in this procedure.

Advanced Settings _

Executable ~
Executable Parameters

4 Rapid-Fail Protection
"Service Unavailable" Respense ™ HitpLevel

Enabled True
Failure Interval (minutes) 5
Maximum Failures 5

Shutdown Executable
Shutdown Executable Parameter
4 Recycling
Disable Overlapped Recycle False
Disable Recycling for Configurat False
I: Generate Recycle Event Log Entr
Private Memary Limit (KB) 0

[Reguir Time iterval (minites) =
Request Limit 0
4 Specific Times TimeSpan[] Array
[0] 00:00:00
Virtual Memary Limit (KB) 0 S

Regular Time Interval (minutes)

[time] Period of time (in minutes) after which an application pool will
recycle. Awvalue of 0 means the application pool does not recycle on a
regular interval.

oK | | Cancel
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2. Next click the ellipses ([-) after the Specific Times field.

Executable ~
Executable Parameters

4 Rapid-Fail Protection
"Service Unavailable" Response ™ Httplevel

Enabled True
Failure Interval (minutes) 5
Maximum Failures 3

Shutdown Executable
Shutdown Executable Parameter
4 Recycling
Disable Overlapped Recycle False
Disable Recycling for Configurat False
I Generate Recycle Event Log Entr
Private Mermory Limit (KE) 0
Regular Time Interval (minutes) 0

Request Limit 0
» EETAE B TmeSpani Arsy =
Virtual Mermory Limit (KE) 0 L |
b
Specific Times

[schedule] A set of specific local times, in 24 hour format, when the
application pool is recycled.

Members:

I Add I | Remaove
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By default, midnight (00:00:00) is added as the default time.

4. Click OK to close the TimeSpan Collection Editor dialog box.

5. Click the small arrow (*) preceding the Specific Times field to expand it.

Executable ad
Executable Parameters

4 Rapid-Fail Protection
"Service Unavailable” Response ™ Httplevel

Enabled True
Failure Interval (minutes) 5
Maximum Failures 5

Shutdown Executable
Shutdown Executable Pararmeter
4 Recycling
Disable Overlapped Recycle False
Disable Recycling for Configurat False
I Generate Recycle Event Log Entr
Private Memory Limit (KB) 0

Regular Time Interval (minutes) 0

Request Limit 0
A Specific Times TimeSpan[] Array D
Virtual Memory Limit (KB) 0
b
Specific Times

[schedule] A set of specific local times, in 24 hour format, when the
application pool is recycled.

oK | | Cancel |
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6. Verify that the time entry configured in Step 3 is present and set correctly then click OK.

Advanced Settings _

Executable
Executable Parameters
4 Rapid-Fail Protection
"Service Unavailable” Response ™ Hitplevel

Enabled True
Failure Interval (minutes) 5
Maximum Failures 5

Shutdown Executable
Shutdown Executable Parameter
4 Recycling
Disable Owverlapped Recycle False
Disable Recycling for Configurat False
I Generate Recycle Event Log Entr
Private Memory Limit (KB) 0
Regular Tirme Interval (minutes) 0

Request Limit 0

FR Specific Times TimeSpan[] Array |Z|
Ol o 00:00:00

Virtual Memaory Limit (KB) 0
Specific Times
[schedule] A set of specific local times, in 24 hour format, when the
application pool is recycled.

@ oK I | Cancel

7. Close Internet Information Services (11S) Manager

Configuring file security
To configure file security for the Portal:

1. Logon to the server that is hosting the Portal.

2. Grant the user account that will be used to run the Portal (for example Cireson CM Portal),
Modify permissions to the C:\Inetpub\ConfigMgr Portal folder, and all subfolders and files.

Create and configuring the new SQL Database
To create the new SQL database for the Portal:

1. Logon to the server that will host the Portal.

2. Start SQL Server Management Studio and connect to the SQL Server where the Portal database

will be created using an account that has permission to create a database.
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3. Right-click Databases and select New Database.

= Microsoft SQL Server Management Studio - | a
File Edit View Debug Tools Window Help

P - 5 el | L NewQuey [y 00 (5| 4 2 18[9
Object Explorer v ax
Connect~ 2 ¥ m T (2] 5

= La PRIMARY (SQL Server 12.0.5000.0 - CIRE|

o - @-3E]r

S8
3 Server Ob

& @ Replicatio iaciy

% [ Always0r | Restore Dotabase

% [ Managen  Restore Files and Filegroups..

= [ Integratio

5L Serve | Deploy Date-ties Application..
Import Data-tier Application...

Start PowerShell
Reports

Refresh

4. Onthe New Database screen, type ConfigMgr_Portal in the Database name field.

g New Database = | = -

Selecta page I . -
: 5 - Hel
A General ; =3 Lj ?
|7 Options
1 Filegroups Database name: IConfigMgr_Portaﬂ I
— <defaut> =]
Database files:
Logical Name File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize
CorfigMar_P... ROWS.. PRIMARY By 1 MB, Unlimited
CorfigMgr_P... LOG Mot Applicable 1 By 10 percent, Unlimited
Connection
Server:
PRIMARY
Connection:

CIRESONMCM Admin

3 View connection properties

Progress
Ready < m >
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5. For the ConfigMgr_Portal database, set the Initial Size (MB) value to be whichever is the greater
of either ten percent of the size of the ConfigMgr site database or 500 MB.

Select a page
é’ General ‘g gl @ E =
& Options
1 Filegroups Database name: |ConﬁgMgr_Pona\ |
Owner: |<d3fﬁl-lh> | El
Use fulltext indexing
Database files:
Logical Name File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize
Corfighlgr_P.. ROWS.. PRIMARY By 1 MB, Urlimited
CorfigMar_P... LOG Mot Applicable 1 By 10 percent, Unlimited
Connection
Server:
FRIMARY
Connection:
CIRESONYCM Admin
37 View connection properties
Progress
Ready < m [>
| Add | | Remaove |

6. Click the ellipses ([-)) after the Autogrowth / Maxsize value for the ConfigMgr_Portal database
(you may need to make the New Database dialog box bigger to see these).

Selecta page
A General g g © E i3
A Options
7 Filegroups Database name: |Conﬁg Mar_Portal |
Owner: |<defauh> | II'
Use fulltext indexing
Datahase files:
Logical Name File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize
CorfigMar_P.. ROWS.. PRIMARY By 1 MB, Unlimited =
CorfigMgr_P... LOG Not Applicable 1 By 10 percert. Unlimited L]
Connection
Server.
FRIMARY
Connection:
CIRESONYCM Admin
i@ Vigw connection properties
Progress
Ready <] m [>
‘ | Remove |
|
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7. Inthe Change Autogrowth for ConfigMgr_Portal dialog box change the In Megabytes value to
100 then click OK.

[w] Enable Autogrowth

File Growth
() In Percent

® In Megabytes

Maximum File Size
() Limited to (MB})
® Unlimited

8. For the ConfigMgr_Portal SQL Log, set the Initial Size (MB) value to be whichever is the greater
of either ten percent of the size of the ConfigMgr site database log or 100 MB.

Select a page . =)
Seript || Hel
14 General g A "
14 Options
|2 Filegroups Database name: |ConﬁgMgr_FurlaI |
T [<defaut> |L]
Use full +ext indexing
D files:
Logical Name File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize
CorfigMar_P... ROWS.. PRIMARY 500 By 100 MB, Unlimited =]
Corfightar P LOG Not Applicable By 10 percent, Unlimited =]
‘Connection
Server:
PRIMARY
Connection:
CIRESON\CM Admin
3 View connection properties
Progress
Ready < m [>
Add | | Remove |
[ ok || cameel | )
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9. Click the ellipses ([-]) after the Autogrowth / Maxsize value for the ConfigMgr_Portal_log SQL

27 General ot ~ [ Heo
1A Options
15 Filegroups Database name: |ConﬂgMgr_PortaI |
Cwner: |<€|Efﬁl-l't> | l:l
Use full text indexing
Database files:
Logical Name File Type  Filegroup Initial Size (MB}  Autogrowth / Maxsize
CorfigMgr_P.. ROWS.. PRIMARY 500 By 100 MB, Unlimted =]
CorfigMgr_P...  LOG Not Applicable By 10 percent. Urlimited =
Connection
Server:
PRIMARY
Connection:
CIRESONYCM Admin
.!E View connection properties
Progress
Ready <] m [>
Add | | Remove |
[ ok || ceneel | ]

10. In the Change Autogrowth for ConfigMgr_Portal_log dialog box, select the In Megabytes option
and change the value to 100 then click OK.

[v] Enable Autogrowth

File Growth
() In Percent

o ® In Megabytes

Maximum File Size

) Limited to (ME}
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11. Click OK on the New Database screen.

g New Database - | o [
Selecta page I . n
Secript - Hel
& General ;g A L3 Hele
& Options
|2 Filegroups Database name: |C0r|f|gMgr_P0rtaI |
Owner: |:defau|t> | l:l
Database files:
Logical Name File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize
ConfigMar_P... ROWS.. PRIMARY 500 By 100 MB, Unlimited I:|
CorfigMar_P... LOG Mot Applicable 100 By 100 MB, Unlimited 1]
Connection
Server:
PRIMARY

Connection:
CIRESON\CM Admin

&Y Miew connection properties

Progress
Ready

NOTE: By default SQL sets the Recovery Mode for the Portal database to Full which could result
in the Transaction Log growing quite large as all transactions are maintained. Consider
setting the Recovery Mode to Simple to reduce the size of the Transaction Log.

Leave SQL Server Management Studio open as it is required in the next part of the process which is to
grant the group that will be used for the Portal access to the new database.

To grant the user that will be used for the Portal access to the new database:

1. Logon to the server that will host the Portal.
2. Start SQL Server Management Studio.

3. Navigate to <server_name> | Security | Logins.

NOTE: As the Portal account has already been defined as a Full Administrator in
ConfigMgr, a SQL Login will already exist. If a SQL Login doesn’t exist for the Portal
account, configure it as a Full Administrator in ConfigMgr before proceeding.
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4. Double-click the Login for the Portal user account (for example Cireson\Cireson CM Portal).

) Microsoft SQL Server Management Studio - |3
File Edit View Debug Tools Window Help
Pl G @] A Newuey DTG 4R[00 -0
Object Explorer -1
Connect~ 3 %) m T 2] .5
= [ PRIMARY (5QL Server 12.0.5000.0 - CIRESC ~
= [ Datebases
& [ System Databases
% [ Database Snapshots
@ [J CM.CR
[J mpT
[ ReportServer
| ReportServerTempDB
| suse
@ [ ConfigMgr_Portal
= (3 Security
= [ Logins
&, ##M5 PolicyEventProcessinglL( =

&, ##MS_PolicyTsqlExecutionLogi
& CIRESON\CM Admin
A CIRESON\CM Reports
& CIRESON\PRIMARYS
& NT AUTHORITY\NETWORK SET
& NT AUTHORITY\SYSTEM
& NT Service\MSSQLSERVER
& NT SERVICE\SOLSERVERAGENT
& NT SERVICE\SQLWriter
A NT SERVICE\Winmgmt.
255 PRIMARY\ConfigMgr_DViewAc
] PRIMIARV\WSUS Administratar
&isa

7 [ Server Roles

% [ Credentials

51 (3 Cryptographic Providers

7 [ Audits ~

< [0 >

|

5. Under the Select a page section select the Server Roles page.

F Login Properties - CIRESON\Cireson CM Portal |;|i-
Selecta page [ - I
“4 General ; s L_J] =3

User Mapping arch. .

@

Login name: IRESON"Cireson CM Portal S

& Securables
4 Status
[ Specify old password
Connech [] Map ta Credential
Server: Mapped Credertials Credential Provider
PRIMARY
Connection:

CIRESONSCM Admin

3% View connection properties

Progress

Ready Default database: |master v |

Default language: | English v |
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6. Verify that public is selected.

ﬁ’ User Mapping
# Securables
14 Status

Connection
Server:
PRIMARY

Connection:
CIRESON\CM Admin

55 seipt + [ Help

!ﬁ View connection properties

Server role is used to grant server-wide security privileges to a user.

Server roles:

[] bulkadmin
[] dbereator
[] diskadmin

Emcessadmin

ublic |
securityadmin

[] serveradmin

[] setupadmin
["] sysadmin

Progress
Ready

| ok ][ cancel

7. Under the Select a page section select the User Mapping page.

8 Seript = [ Help

Server:
PRIMARY

Connection:
CIRESONYCM Admin

Progress
Ready

33 View connection properties

Server role is used to grant server-wide security privileges to a user.

Server roles:

[] bulkadmin
[] dbcreator

[] diskadmin
["] processadmin
[] public

[] securityadmin
["] serveradmin
[] setupadmin
[] sysadmin

oK || Cancd
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8. Verify that the checkbox in the Map column beside the ConfigMgr database (CM_xxx by default
where xxx is your site code) has been checked.

Select a page .
Script - Hel
2 General g H E ?
12 Server Roles
j’ Users mapped to this login
ﬁl Securables Map Database User Default Schema |~
L Status [ ] cmcr CIRESON\Cireson CM_..  cbo |
O ConfigMgr_Portal
[  master
O MDT =
[  model -
] msdb
O ReportServer
O Report Server TempDB L |
] susoe ||
1 temndb v
[] Guest account enabled for: CM_CIR
Database role membership for: CM_CIR
Connection _
[ ] db_accessadmin ~
Server: [] db_backupoperator ]
PRIMARY ["] db_datareader
Connection: [] db_datawriter =
CIRESON\CM Admin [ ] db_ddladmin
[ "] db_denydataread
3 View connection properties = db_dmm::r?te?r L
f db_owner
Progress ["] db_securityadmin
[v] public
Ready [¥] smsdbrole_AlTool
["] smsdbrole_AIUS ||
1 smadhmle AMTSP w
ok || Cance |

Select the checkbox beside db_datareader.

Select a page .
12 General g sus @ E ier
|2 Server Roles
é’ User Mapping Users mapped to this login:
é’ Securables M Database User Default Schema |~
L Status M_CIR CIRESON\Greson CM ... dbo |
CorfigMar_Portal
1 master
O wmoT -
[  model .
[ msdo
O ReportServer
O ReportServerTempDB L |
] suUsDB | ]
[ temodb i
[] Guest account enabled for: CM_CIR
Database role membership for: CM_CIR
5 ["] db_accessadmin
erver:
FRIMARY | db_datareader
Connection: =
CIRESONYCM Admin ["] db_ddladmin
db_d ataread
.,!g View connection properties % db:dmat:i:t;r
[] db_owner
Progress ["] db_securityadmin
[v] public
Ready [v| smsdbrole_AlTaol
["] smedbrole_AIUS
1 smsdhmle AMTSP
oK || Caneel |
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10. Select the checkbox in the Map column beside the ConfigMgr_Portal database.

Select a page .
A General g Serpt IE He
|# Server Roles
User Mapping Users mapped to this login:
é’ Securables Map Database User Default Schema A
EF Satus ¥ CMCR CIRESON\Cireson CM...  dbo =
ConfigMar_Portal CIRESON\Cireson CM... L]
[ master
[0 wMDT _
[ model .
[0 msdb
O Report Server
O ReportServerTempDB ||
] 5USDB ||
[ temodb v
[[] Guest account enabled for: ConfigMar_Portal
Database role membership for: CorfigMar_Portal
["] db_accessadmin
Server: ["] db_backupoperator
PRIMARY ["] db_datareader
Connection: [] db_datawriter
CIRESONYCM Admin ["] db_ddladmin
33 View connection properties % :E::m::i;‘:r
[] db_owner
Progress ["] db_securityadmin
[] public
Ready
oK || cancel |

11. Select the checkbox beside db_owner.

?Z‘:ﬂ:ﬂ"l’!” % Seript 74 Help
é’ Server Roles
1 User Mapping Users mapped to this login:
12 Securables Map Database User Defautt Schema |~
2 Status CM_CIR CIRESON\Cireson CM.__ dbo |
| ConfigMar_Portal CIRESON\Cireson CM... -
master
] moT _
O model -
[0 msdb
O Report Server
O Report ServerTempDB L |
] SUSDB ||
[ temodb v
[] Guest account enabled for: CorfigMar_Portal
Database role membership for: ConfigMar_Portal
["] db_accessadmin
Server: [] db_backupoperator
FRIMARY ["] db_datareader
Connection: [] db_datawriter
CIRESONYCM Admin ["] db_ddladmin
.’g View connection properties 0 :::jm::i;‘:r
public
Ready
ok | [ cancel |
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12. If MDT has been installed and you want the Portal to integrate with it, select the checkbox in the
Map column beside the MDT database.

5;‘(’3‘:”:"!" E Soipt ~ [ Help
7 Server Roles
27 User Mapping Users mapped to this login:
27 Securables Map Database User Default Schema L~
& Status ¥ CMCR CIRESON'Cireson CM... ~ dbo =
[ Corfighgr_Portal CIRESONCiresan CM... l:l
[]  master
MDT CIRESON\Crreson CM... .
]  model -
] msdb
O Report Server
M ReportServerTempDE L |
O]  susDB ||
[1_ tempdb h

[[] Guest account enabled for: MDT

Database role membership for: MOT

Connection
["] db_accessadmin
Server: ["] db_backupoperator
PRIMARY ["] db_datareader
Connection [] db_datawriter
CIRESONYCM Admin [[] db_ddladmin

db_denydataread
Sj Vigw connection properties % db:dmat:::terer

[] db_owner
Progress ["] db_securityadmin
public
Ready g

13. Select both the db_datareader and db_datawriter checkboxes.

S;Z‘:ﬂ:;‘l‘”’ F Serpt v (74 Help

1% Server Roles

4 User Mapping Users mapped to this login:

12 Securables Map Database User Default Schema |~

1 Staius ¥ CMCR CIRESON\Cireson CM...  dbo -
[v] CorfigMgr_Portal CIRESOM'\Cireson CM... I:l
1 master

MDT CIRESON\Cireson CM... Bl

1 model -
[ msdb
O Report Server
O ReportServerTempDE ||
[ susos ||
[ temndb e

[] Guest account enabled for: MDT

Database role membership for: MDT
[ ] db_accessadmin

Server: db_backupoperator
PRIMARY db_datareader
Connection:
CIRESON\CM Admin _ddladmin

db_d staread
4§ View connection properties %db:dmm::;;r
[] db_owner
Progress [] db_securtyadmin

Ready [] public
3

‘Connection
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14. If you want to use ConfigMgr reports in the Portal, select the checkbox in the Map column
beside the ReportServer database.

Select a page . Tl
12 General g se © 3
12 Server Roles
1% User Mapping Users mapped to this login:
ﬁl Securables Map Database User Default Schema ||
I siatus ¥ CcMCcR CIRESON\Greson M. dbo |
¥  ConfigMar_Portal CIRESOMN\Cireson CM ]
[  master
¥  MDT CIRESON\Cireson CM... [
[  model .
1 madb
ReportServer CIRESON\Cireson CM... =]
O Report ServerTempDE L |
[] suUsDB ||
[ temodb h
["] Guest account enabled for: Report Server
Database role bership for: Repc ver
[ ] db_accessadmin
Server: [] db_backupoperator
FRIMARY ["] db_datareadsr
Connection: [] db_datawriter
CIRESON\CM Admin [] db_ddladmin
[ ] db_denydataread
&7 View connection properties ] db:dmm:i:terer
[] db_owner
Progress [] db_securityadmin
[+ public
Ready [] RSExecRole
ok || cancel |

15. Select the checkbox beside db_datareader.

55::”:::9’ £ Seipt + [ Hep
1 Server Roles
é’ User Mapping Users mapped to this login:
é’ Securables Map Database User Default Schema |~
L Status ¥ CMCR CIRESON\Gireson CM...  dbo |
[w] CorfigMar_Portal CIRESON"Cireson CM l:l
1 master
W  mDT CIRESON'Cireson CM... [
[  model -
[ msdb
ReportServer CIRESON'Cirsson CM... =
i O Report ServerTempDB L |
[] Susoe ||
[ temndb e

[] Guest account enabled for: ReportServer

Datat role bership for: Repc ver
["] db_accessadmin
Server. db_backupoperatar
PRIMARY
Connection: db_datawnter
CIRESOMN\CM Admin [] db_ddladmin
3 View connection properties % :E::ﬂ::ﬁf
[] db_owner
Progress [] db_securityadmin
[v] public
Ready [] RSExecRole

oK | [ canesl |
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16. Click OK to close the Login Properties - <domain>\<Portal_SQL_login> screen.

Running the SQL Scripts

The Cireson ConfigMgr Portal Hosting Service uses table states in order to determine if a table scan is
required to update resources in the Portal database from the ConfigMgr and MDT databases. This
technique minimizes the number of database queries for the Portal Caching Service.

This process requires granting the VIEW SERVER STATE permission for the Portal IIS Identity user or the
specified SQL account used in the Portal.

NOTE: This permission needs to be granted on the SQL Master database by someone logged in
with an account that has full SQL administrative rights.

If you choose not to grant the VIEW SERVER STATE permission to the Portal account, the
Portal will still function properly but it will process all appropriate data each cycle instead
of only processing delta updates.

Our recommendation is you grant the VIEW SERVER STATE permission as detailed below.
To run the SQL scripts:

1. Logon to the server hosting Portal.

NOTE: For this procedure, you cannot login as the Portal account otherwise Step 4 will
fail.

2. Start SQL Management Studio.

3. Click New Query on the toolbar.

5 Microsoft SQL Server Management Studio =|a
File Edit View Debug Tools Window Help

(g - @ [Aveomy BB G 4 slo e -8-5alk

-4 x

BN PRIMARY (SOL Server 12.0.5000.0 - CIRY
= 2

atab:

Installation Guide 1.0 32



Cireson Portal for Configuration Manager

USE master

GRANT VIEW SERVER STATE TO [<Domain>\<ConfigMgr Portal Account>]

GO

For example, if your domain name is Cireson and the account name is Cireson CM Portal you

would enter:

USE master
GRANT VIEW SERVER STATE TO [Cireson\Cireson CM Portal]
GO

s SQLQuery1.5gl - PRIMARY.master (CIRESON\CM Admin (66))* - Mit SQL Server M Studio =g
File Edit View Query Project Debug Tools Window Help
Pl e 5 b | NewQuery [y pR R G| % @9 - - E-D g b =

P 2 eI T
Object Explorer MBI S0LQuery sqi - P..ON\CM Admin (66))° X

Connect- 3/ 3} & T (7] 5 SUSE master . . Current connection parameters
- L—d PRIMARY (SOL Server 12.0,5000.0 - CIRESC ~ ESANT VIEW SERVER STATE TO [Cireson\Cireson (M Portal] ~ g: ’Zl | =
= [l Databases
% [ System Databases 4
& [ Database Snapshots Connedtion failun
% 1) CM.CIR Elapsed time
@ () MDT Finish time
& [ ReportServer Name PRIMARY
& [ ReportServerTempDB Rows returned
& [ sUsDB Start time
% [J Confighlgr_Portal State Open
= 3 Security a
= [ Logins = Connection name PRIMARY (CIRESON\CN
&, #2MS_PolicyEventProcessingL 4
&, #2M5_Policy TsqlExecutionLogi = Connection clapst
A CIRESON\Cireson CM Portal Connection finish
& CIRESON\CM Admin Connection rows 0
& CIRESON\CM Reports Connection start t
& CIRESON\PRIMARVS Connection state Open
£ NT AUTHORITY\NETWORK SEF R
& NTAUTHORITY\SYSTEM Displayname  PRIMARY
& NT Service\MSSQLSERVER Login name CIRESONACM Admin
A NT SERVICE\SQLSERVERAGENT Server name PRI }1
& NT SERVICE\SQL Writer Serverversion
& NTSERVICEWinmgmt Session Tracing IC
#7 PRIMARY\Confighgr_DViewAd SPID o
o8] PRIMARY\WSUS Administrator
& s
& [ Server Roles  Fhame
- ‘f E:Eff:':‘i‘ihnnh [ " > The name of the connection.
< o 5§22 | PRIMARY (12.05P2) | CIRESON\CM Admin (66) | master 00:00:00 | 0 rows

18:30

H—1 F= a ::;HJ - g‘ 2 lm ﬁ“ﬁ‘l ﬂ:b 19/12/2016
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4. Enter the following SQL query in the new query window replacing <Domain>\<ConfigMgr Portal
Account> with the domain name and name of the Portal Account created in the Account and
group requirements section. If you are using a SQL account omit the domain.
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5. Click Execute on the toolbar.

2 SQLQuery1.sgl - PRIMARY.master (CIRESON\CM Admin (66))* - Mi SQL Server M Studio L
File Edit View Query Project Debug Tools Window Help

S S e | NewOuey [ R PR & a9 - o - &G b [ 2

i 207 | [master - b Debug ® o 53 = [ 37 | 4385 8|

Object Explorer 5QLQuery.sql - P..ON\CM Admin (66)) X

Connect~ & @) m T [7] § FIUSE master . . Current connection parameters -
- La PRIMARY (SOL Server 12.0.5000.0 - CIRESC - ggANT VIEW SERVER STATE TO [Cireson\Cireson CM Portal] ﬁl |j
= [ Databases
m 3 System Databases “ ’
& [ Database Snapshots Connection failur,
+ [ CMCIR Elapsed time
« ) MDT Finish time
@ | ReportServer Name PRIMARY
% | ReportServerTempDB Rows retumned 0
= [ susbe Start time
# [J Confighgr_Portal State Open
= [ Security 4
=1 (3 Logins = Connection name PRIMARY (CIRESON\CHY
&, #2M5_PolicyEventProcessingL¢ a
B, #Ms_PolicyTsqlExecutionLogi = Connection clapst
& CIRESON\Cireson CM Portal Conmection finish
& CIRESONNCM Admin Connection rows 0
A& CIRESON\CM_Reports Connection start
& CIRESON\PRIMARYS Connection state Open
A NT AUTHORITY\NETWORK SEF Dislay name. PRIMARY
& NT AUTHORITY\SYSTEM e .
B NT SenvieeMSSQLSERVER sginname  CIRESON\CM Adrmin
A& NT SERVICE\SQLSERVERAGENT Server name PRIMARY
£ NT SERVICE\SOLWriter Serverversion | 1215000
& NTSERVICEWinmgmt Session Tracing IT
#5] PRIMARY\CenfigMgr_DViewAc SPID 66
28 PRIMARV\WSUS Administrator
& sa
s (3 Server Roles M
= LE E'fff:‘:‘i‘:hhh Lot -i< [] > The name of the connection.
< o 5 022 ¢ | PRIMARY (1205P2) | CIRESONNCM Admin (66) | master | 00:00:00 D rows

18:30

2 T gm0

s SQLQuery1.sgl - PRIMARY.master (CIRESON\CM Admin (66))* - Microsoft SQL Server Management Studio ol -
File Edit View Query Project Debug Tools Window Help

P - T @ | NewQuey Dy GRS % A @9 -0 -E-5 ] » =

T T e

Object Explore MR 50LOuery1.sql - P..ON\CM Admin (66))* % - ~
Connect~ 3} % w 7 (2] 55 EIUSE master + current connection parameters B
- LB PRIMARY (SOL Server 12.0.5000.0 - CIRESC ~ EEANT VIEW SERVER STATE TO [Cireson\Cireson CM Portal] ~ - ;:,L ‘j
= (3 Databases
% [ System Databases 4
= [ Detabase Snapshots Connection falun
% ) CMCR Elapsed time
% ) MOT B Finish time
@ | ReportServer = Name
# | ReportServerTempDB Rows retuned 0
m | SUsDB Start time
= | ConfigMgr_Portal State
= C@ Security 4
= 3 Logins = Connection name PRIMARY (CIRESON\CH
&, #2M5_PolicyEventProcessingLd a
&, ##Ms_PolicyTsqlExecutionLagi > Connection elaps: D0:01
& CIRESON\Cireson CM Portal 1qu 2l = d Connection finish 19/12/2016 18:32:32
A CIRESON\CM Admin 3 Messages | Connection rows 0
& CIRESON\CM_Reports Command(s) completed successfully. | ~ Connection start 1 2/2016 18:32:32
A CIRESON\PRIMARYS Connection state Open
A NT AUTHORITV\NETWORK SEF .
Display name  PRIMARY
A NT AUTHORITV\SYSTEM . CRESON M A
A NT Service\MSSQLSERVER g neme o Admin
A NT SERVICE\SCLSERVERAGENT = Servername PRIMARY
A NT SERVICE\SQLWriter server version
A NTSERVICEWinmgmt Session Trecing IC
2] PRIMARY\ConfigMgr_DViewAc SPID 66
2] PRIMARV\WSUS Administrator
8, sa
v
: S ::;n'::\? W% -< 0] > Name
e i v The name of the connection.
2 i 5 B@0a PRIMARY (1205P2) | CIRESON\CM Admin (66) | master | 00:00:00 O rows
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6.

8.

Next navigate to Databases and select the ConfigMgr_Portal database.

[R5 SQLQuery1.sgl - PRIMARY.master (CIRESON\CM Admin (66))* - Microsoft SQL Server Management Studio - -
File Edit View Project Debug Tools Window Help

P17 ol 5 b | L NewQuery [ el | 4 e ]9 - © - || b =

i &) 5| [ master | ¥ Brecute b Debug W o 55 g5l [ TT U [N = 2|
Connect~ 3] %) m T (2] .§ EIUSE master £l Current connection parameters -
- LB PRIMARY (SQL Server 12.0.5000.0 - CIRESONY| EEANT VIEW SERVER STATE TO [Cireson\Cireson (M Portal] -~ g: I,E,L |J
at3 =
& [ System Databases
[ Database Snapshots Connection faflur
% 1] CM.CR Elapsed time
s [J MDT _ Finish time
& |J ReportServer = Name
@ |J ReportServerTempDB Rows returned
I Start time
State Open
m [ Security 4
& [ Server Objects Connection name PRIMARY [CIRESON\CH
& [ Replication 4
& [ AlwaysOn High Availability T = 8 Y Connection elap
® (3 Management = Connection finish 18/12
# [ Integration Services Catalogs Messages Connection rows
[ SOL Server Agent (Agent XPs disabled) Command(s) completed successfully. ~ Connection st T/ 2
Connection state Open
Display name  PRIMARY
Login name CIRESON\CM Adrmin
_ Servername  PRIM,
- rsion 12
n Tracing IC
66
W% v [0 > Name
The name of the connection.
< o 5 1@ | PRIMARY (1205P2)  CIRESOM\CM Admin (66)  master 00:00:00 | 0 rows

In SQL Management Studio on the File menu select Open | File.

s SQLQuery1.sql - PRIMARY.master (CIRESON\CM Admin (63))* - Microsoft SQL Server Management Studio =|a
@it View Project Debug Tools Window Help

] Connect Object Explorer.. 4 R - -2 | 2

47 Disconnect Object Explorer b Debug ® « I35 =l ‘ 77 iy ‘ i QJ‘ == 2

New b D ORBCA A, CILEES -
Iﬁ Qeeo >[5 Analysis Services Database.. +0 Current connection parameters -
Add Y | & Project/Solution... Ctrl~Shift=0  ortal] Aoy =
o= |2
. Close |B File... Ctrl-0 | "
&l Close Solution [Z5  Merge Extended Event Files.. Connection failun
[ SaveSOLQuerylsql Crriss % File with New Connection... Elapsed time
Save SQLQuery1.sq] As.. Ea%  File Disconnected Finish time 16012/
@ Saveal Ctrl Shift+ S Policy = Name PRIM
) Viewin Bro Ctrl+ Shift W Rows retumed 10
e Start time 1612
Browse With... State Open
H  Page Setup... 4
3 | Print.. CtrlsP Connection name PRIMARY (CIRESON\CN
Recent Files v “
Connection elaps
Exit Alt+F4 s Connection finish 16/12/
+ [ Integration Services Catalogs MK Ll > Connection rows 0
[ 50L Server Agent (Agent XPs disabl Messages Conmection st 16/ 1272076
Command(s) completed successfully ~ Connection state Open
Display name  PRIMARY
Login name CIRESON\CM Admin
Server name
Server version
= Session Tracing IC
SPID
v
W% - < > Name
The name of the connection
> 1@ quer.. | PRIMARY (12,0 5P2) | CIRESON\CM Admin (65) | master | 00:00:00 | 0 rows

ey .|
Browse to the C:\Inetpub\ConfigMgr Portal\_Setup\Database folder.
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9. Double-click dbTables.sql which will open it as a query in SQL Management Studio.

- 4 | 1. <« _Setup » Database ] G| | Search Database

Organize *  MNew folder

‘% SOL Server Managem: Name Date modified

1) 5QL Server Manager EEIEI dbData 13/12/2016 15:47
dbTables 13/12/2016 15:47

457 Favorites

B Desktop
& Downloads
“El Recent places

b {8 This PC

<]

Eile/name |deab|e; v| | Al Files ()

Cown

10. Click Execute on the toolbar.

File Edit View Query Project Debug Tools Window Help

CG @ A NewQuey BB B9 - - @G| b

2 3| [ConfigMgr Portal ¥ Execute | b Debug ® « 33 3l | 37 o | 43 53 41|
dbTables.sql - PR..SON\CM Admin (53)) X

Connect~ 3 %) m [ =3 JE=s%%% gbject: Table [dbo].[0SDTemplate] ****=*/ Current connection parameters .
SET ANSI_NULLS ON ~
= [ PRIMARY (SOL Server 12.0.5000.0 - CIRE = E =

= [ Databases
[ System Databases Aggregate Status

S

]
SET QUOTED_IDENTIFIER ON
]

Connection failur

[ Datsbase Snapshots SET ANSI_PADDING ON

J MR o Elapsed time

| Confighgr Portal EIIF NOT EXISTS (SELECT * FROM sys.objects WHERE object_id = OBJE Finish time

1J MoT EIBEGIN Name PRIMARY

{3 Reportserver FICREATE TABLE [dbo].[0SDTemplate]( Rows retumed D

= [1D] [int] IDEWTITY(1,1) NOT NULL, Startt

| ReportServerTempDB [FK NumberSerieId] [int] HOT NULL, ;t me 5

1 susoe [Mame] [varchar](5@) HOT NULL, e pen
(3 Security [siteServerName] [varchar](5@) NOT NULL, 4 Connection
[3 Server Objects [0UPath] [varchar](255) NOT NULL, Connection name PRIMARY (CIRESON\CI
(3 Replication [CollectionID] [varchar](8) NOT NULL, 4 Connection Details
3 AlwaysOn High Availability [MDTRoles] [varchar](58@) NOT NULL, Connection elaps:

[NamingTemplate] [varchar](188) NOT HULL,
[SecurityGrouplocked] [varchar](255) NOT NULL,
[SecurityGroupVisible] [varchar](255) HOT NULL,

L3 Management
[[3 Integration Services Catalogs
SQL Server Agent (Agent XPs disabl

Connection finish
Connection rows 0

[Owner] [nvarchar](5@) HOT HULL, Connection start {
[CreatedDate] [datetime] NOT NULL CONSTRAINT [DF_OSDTemplat Connection state Open

CONSTRAINT [PK_0SD_Template] PRIMARY KEY CLUSTERED Displayname  PRIMARY

Login name CIRESON\CM Admin

[ID] AsC

JWITH (PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF, IGNORE_ Servername FRIMARY

) ON [PRIMARY] Serverversion  12.0.5000

END Session Tracing IC

G0 SPID 53

SET ANSI_PADDING OFF

60

J*ststs Object: Table [dbo].[0SDNumberSerie] **=+=+/

SET ANSI_NWULLS ON

G0

SET QUOTED_IDENTIFIER ON

an ~  Name

mowe [ > | The name of the connection.
J ] > #2 PRIMARY (12.05P2) | CIRESOR\CM Admin (53) = ConfighMgr_Portal | 00:00:00 0 rows
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The message (1 row(s) affected) will be displayed in the Messages pane.

s dbTables.sgl - PRIMARY.ConfigMgr_Portal (CIRESON\CM Admin (53)) - Microsoft SQL Server Management Studio - | @
File Edit View Query Project Debug Tools Window Help

P5 ) Sl | S NewOuey [ R i b DS [9 - @ -85 b |3 2

£ 50| Coniieporat ]| 4 bscte b D 8 v 13 =) = | 74|03 &5 )

R B . - 7. 5o i (3) X

Connect~ 2 %) m T 2.5 [ps+#=s* gbject: Table [dbe].[0SDTemplate] ***=++/ +J Current connection parameters -
= [ PRIMARY (SQL Server 12.0.5000.0 - CIRE EET ANST_HULLS ON Y=l =]
= [ Databases SET QUOTED_IDENTIFIZR ON P
# [ System Databases 0 Connection failun
® [ Database Snapshots SET ANSI_PADDING ON
+ [ CMLCIR @ - Elapsed time
® | ConfigMgr Portsl SIIF NOT EXISTS (SELECT * FROM sys.objects WHERE object_id 3 Finish time 16/12/2016 17:12:27
® [J MDT =IBEGIN Name PRIMARY
s [ ReportServer SICREATE TaBLE [dbo] . [0SDTenplate]( Rows returned 0
o o (o1 e T
= (§ SusDB [Name] [varchar](58) nOT HULL, State Open
& [ Security [SiteServerName] [varchar](5@) NOT NULL, 4
@ [ Server Objects [OUPath] [varchar](255) HOT WULL, Connection name PRIMARY (CIRESON\CM
@ [ Replication [CollectionID] [varchar](8) HOT NULL, a
@ 3 AlwaysOn High Availability [MDTRoles] [varchar](5e@) HOT HULL, Connection elaps
% [ Management [MamingTemplate] [varchar](188) HOT HULL, v Connection fin
@ (3 Integration Services Catalogs 00% _~1< = 2 Connection rows
[ 5QL Server Agent (Agent XPs disabl i i3 Messages | Connection startt 16/12/2016 17:12:25
ial Connection state Open
(1 rou(s) affected)
Display name  PRIMARY
Login name CIRESOM\CM Admin
Server name
Server version
= Secsion Tracing IT
sPID 53
v
Wn - < > Name
— - The name of the connection
< m > & PRIMARY (12.05P2) = CIRESON\CM Admin (33) = ConfighMgr_Portal | 00:00:02 | 0 rows

11. In SQL Management Studio on the File menu select Open | File.

12. Browse to the C:\Inetpub\ConfigMgr Portal\_Setup\Database folder.

13. Double-click dbData.sql which will open it as a query in SQL Management Studio.
s Open File -

T | J <« _Setup » Database w O| | Search Database o |
Organize *  Mew folder ~ [ @
% S0L Server Manageme MName Date modified Type
. 50L Server Manager IB\J dbData 13/12/2016 15:47 Micro:oﬁl
=) dbTables 13/12/2016 15:47 Micresoft
[ Favorites
B Desktop
& Downloads
=] Recent places
This PC
Gh Network
< (] >
File name: | dbData v| | Al Files () v
| Open |v| | Cancel |
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14. Click Execute on the toolbar.

s dbData.sgl - PRIMARY.ConfigMgr_Portal (CIRESON\CM Admin (84)) - Microsoft SQL Server Management Studio =-[a
File Edit View Query Project Debug Tools Window Help
el 5 el | NewQuery (iR | K a9 - - S0 e b =%

4/ 132 | | configMgr_Portal <|| ¥ Eecute| b Debug ® I3 =)
Oyect plore R 0ol - PR 0N 1 Admin 2)

Connect~ 3} %) m T #] .3 /=** [SYSTENCLASS - BEGIN] ***/ £l current connection parameters -

= - =IDECLARE @SystemClassID int ~
= mEMS":R: (5QL Server120.5000.0 - CIRE DECLARE @SystemPagelD int B =
= (3 Databases

DECLARE @parentId int Z
% [ System Databases

Connection failur

# [ Database Snapshots SET IDENTITY_INSERT SystemClass ON
# [ CMCR STF NOT EXTSTS (SELECT * FROM SystemClass WHERE [Alias] - 'syste Flapsed time
% [ ConfigMgr_Portal =IBEGTN Finish time
% [J MDT SELECT @SystemClassID = MIN(id) FROM SystemClass Name PRIMARY
% | Reportserver SET @SystemClassID- ISNULL(@SystenClassID,@)-1 Rows retumed 0
5 [ ReportServerTempDB = INSERT INTO §: stamclassld . [Nama . [Alias]. Lg;;vsvsuﬁgcmusvm Start time
VALUES(@SystemClassID, 'System', 'system', ©, @
= [J susDB END State Open
@ [ Security SIIF NOT EXISTS (SELECT * FROM SystemClass WHERE [Alias] = 'setti 4
® [ Server Objects = BEGIN Connection name PRIMARY (CIRESON\CH
# [3 Replication SELECT (iSystemClassID = MIN(id) FROM SystemClass a
% [ AlwaysOn High Availability SET @SystenClassID=@SystemClassID-1 Connection elaps:
% 3 Management = INSERT INTO SystemClass (ID, [Mamel. [Aliasl. [ClassPermissio Connection finish
% [ Integration Services Catalogs EN\E/'ALUES\@SystEMIESSID, Settings', 'settings', @, 31, 1) P P
B SQL Server Agert (Agent XPs disab SIIF NOT EXISTS (SELECT * FROM SystemClass WHERE [Alias] = 'secur Connection startt
~IBEGIN Connection state Open
SELECT @SystemClassID = MIN(id) FROM SystemClass Display name  PRIMARY
SET @systenClassID-@SystemClassID-1 . . Login name CIRESON\CM Admin
= INSERT INTO SystemClass (ID, [Name], [Alias]. [ClassPermissio .
VALUES(@SystemClassID, 'Security’, 'security', @, @, 1) Server name PRIMARY
EnD Server version 2.0.5000
SIF NOT EXISTS (SELECT * FROM SystemClass WHERE [Alias] - 'packa Session Tracing IC
—BEGIN SPID 1
SELECT @SystemClassID = MIN(id) FROM SystemClass
SET @SystemClassID-@SystemClassID-1
= INSERT INTO SystemClass (ID, [Wame], [Alias], [ClassPermissio
VALUES(@SystemClassID, 'Packages', 'packages', 31, 29, 1)
END
SIF NOT EXTSTS (SELECT * FROM SystemClass WHERE [Alias] = 'distr
S REGTH ~ ¥ Name
0% _-|< ul >| N The name of the connection.
< i 52 PRIMARY (12.05P2) | CIRESONN\CM Admin (84) | ConfigMgr_Portal | 00:00:00 | 0 rows

Ready

The message (1 row(s) affected) will be displayed numerous times in the Messages pane.

45 dbData.sql - PRIMARY.ConfigMgr_Portal (CIRESON\CM Admin (84)) - Microsoft SQL Server Management Studio - -
File Edit View Query Project Debug Tools Windew Help

Pl T e @ | S NewQuey [ eB il | % B9 - - E
5 41| Contpag o ]| 8 Eecre b Db % v 33 5 |17

Object Explorer MRl dbData.sql - PRIM...ON\CM Admin (84)) % 5 Propetties 1 x
Connect= 3 3 = [ 2] 5 /5 [SYSTEMCLASS - BEGIN] =*+/ 20 current connection parameters -

= “IDECLARE @SystemClassID int
- mE‘EﬁR:(SQL Server 12030000 - CIRY DECLARE {iSystemPageID int B =l
= atzbases

DECLARE @parentId int a
@ [3 System Databases

=

Connection failur

@ [ Database Snapshots SET IDENTITY_INSERT SystemClass ON e ao
= [ CMCR SIIF NOT EXISTS (SELECT “ FROM SystemClass WHERE [Alias] - 'syste Flapsedtime  00:00:01.497
@ [J Confightgr Portal ~IBEGIN Finish time 16/12/2016 1
@ [J MOT SELECT @SystemClassID = MIN(id) FROM SystemClass Name PRIMARY
% | ReportServer SET @SystemCl m:llsuu_ (@systemCl {n 9)-1 . Rows returned 0
= ( 5 s W 2720
= [ SUSDE . State Opin
# [ Security SIIF NOT EXISTS (SELECT * FROM SystemClass WHERE [Alias] - 'setti J 4
® [ Server Objects ~IBEGIN Connection name PRIMARY (CIRESON\CN
% [ Replication SELECT @SystemClassID = MIN(id) FROM SystemClass 4
%1 [ AlwaysOn High Availability SET @SystemClassTD-@5ystenClassTD-1 Connection claps: 00:00:01 497
& (3 Management =] INSERT INTO SystemClass (ID, [Name], [Alias]. [ClassPermissio v Connection finish 16/12/2016 1
& [ Integration Services Catalogs 0% _~|< 0 > Connection rows |0

(£} SQL Server Agent (Agent XPs disabl il [y Messages | Connection start 1

Connection state Open

Display name  PRIMARY

(1 row(s) affected) Login name CIRESON\CM Admin
Severname  PRIMARY

Server version

(1 row(s) affected)

(1 row(s) affected)

(1 row(s) affected) Session Tracing IT
SPID 2
(1 row(s) affected)
(1 row(s) affected)

(1 row(s) affected)

(1 rowls) affactad)
100% -+ < > e
The name of the connection.
< [T 3 Q PRIMARY (12.05P2) ' CIRESON\CM Admin (84) CenfigMgr_Portal = 00:00:01 0 rows

15. Close SQL Management Studio (you can click No when prompted to save any changes to any
SQL queries).

This completes the process to create the appropriate tables and required relationships.
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Now that the Cireson Portal for Configuration Manager has been installed, it can now be configured.
Configuring the Portal is a two-stage process:

Run the Portal Configuration Wizard
Install the Caching Service

To run the Portal Configuration Wizard:

1.

From a browser (preferably Internet Explorer running on a workstation), enter the following URL
in the address field:

http://<configmgrportal>/_setup/default.aspx

where <configmgrportal> matches one of the IIS bindings for the ConfigMgr Web site created in
the section.

For example:
http://configmgrportal/_setup/default.aspx

o on

NOTE: The character before the word Setup is an underscore (“_") not a space i.e.

_setup

Enter your credentials if prompted.

The Configuration Manager Portal Configuration Wizard screen will be displayed.

5 configmgrportal X |+ = X
O configmgrportal > = ¥ 0
Cireson Portal for Configuration Manager
Configuration Manager Portal Configuration Wizard x

This wizard will help you to make a basic configuration of Configuration Manager Portal

When you are dene wilh the basic configuration, then you are able lo access the application and configure the final
seftings based on your companys infrastructure (Sites, Software Shares, Security Groups efc). This can all be done from
the “Seftings” menu in the application

This wizard will only help you to configure and validate setiings for the Website, Configuration Manager and License
Key
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3. Click Start

B3 configmgrpartal X+

& > 0O ‘cunﬁgmgrpunal-;e;

Cireson Portal for Configuration Manager

@

Configuration Manager Portal Configuration Wizard

This wizard will help you to make a basic configuration of Configuration Manager Portal

When you are done with the basic configuration, then you are able to access the application and configure the final

seftings based on your companys infrastructure (Sites, Software Shares, Security Groups eic). This can all be done from
the "Settings” menu in the application

This wizard will only help you o configure and validate setings for the Website, Configuration Manager and License
Key

4. On the License Key page, enter your License Key in the License Key field.
B3 configmgrportal X+

& = 0O |can|igmgrpana|;:e:

x

* | o

Cireson Portal for Configuration Manager

@

Configuration Manager Portal Configuration Wizard

License Key

Please enter your license key for the Configuration Manager Portal

License Key I Validate ‘

(e B ]

Installation Guide 1.0



Cireson Portal for Configuration Manager

5. Click Validate to ensure it is valid.

B3 configmgrportal X+ = X
< = 0O | configmarportal/_setup/default.aspx ¥ ‘ = ¥ 0

Cireson Portal for Configuration Manager

®

Configuration Manager Portal Configuration Wizard x
License Key

Please enter your license key for the Gonfiguration Manager Portal

License Key Validate

A message will be displayed stating how long your license is valid until.

B configmgrportal X |+ = X
& > 0O ‘ configmgrportal/ setup/defaultaspx pe ‘ = ¥Z 5
Cireson Portal for Configuration Manager
Configuration Manager Portal Configuration Wizard X
License Key

Please enter your license key for the Configuration Manager Portal

License Key Validale

Portal Information

Your license is valid until 30/08/2017 00:00:00
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6. Click Next

B3 configmgrportal R

~ — 0O ‘ configmgrportal/_setup/default aspx

Cireson Portal for Configuration Manager

®

Configuration Manager Portal Configuration Wizard

License Key
Please enter your license key for the Configuration Manager Portal.

License Key Validate

Portal Information

Your license is valid until 30/06/2017 00:00:00

7. On the Portal Database page, enter the details of the SQL Server hosting the Portal in the Server
and Database fields.

B configmgrportal X+

“~ — O ‘ configmgrportal/_setup/defaultasps

Cireson Portal for Configuration Manager

®

Configuration Manager Portal Configuration Wizard
Portal Database

Enter information about the Microsoft SQL Server on which the Portal database is stored

Server: Primary

Dalabase ConfigMgr_Portal

Authentication Mode - Windows Authentication -
SQL User -

SQL Password

Test Connection
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8. If you are using Windows Authentication click the Test Connection button. If you are using SQL

Authentication select this from the Authentication Mode dropdown and enter the relevant
details in the SQL User and SQL Password fields before clicking the Test Connection button.

NOTE: If you are using Windows Authentication, the IIS Application Pool identity
configured in the section is used to access the
database.

B configmgrportal X 4 = X
&« (@] ‘ configmgrportal g ‘ Z O

Cireson Portal for Configuration Manager

Configuration Manager Portal Configuration Wizard

Portal Database
Enter information about the Microsoft SQL Server on which the Portal database is stored

Server: Primary

Database Confighgr_Portal

Authentication Mode :| Windows Authentication -
SQL User:

SQL Password

If the connection is successful, you will see the message Successfully connected to the Portal
database on SQL server ‘<server_name>’.

B3 configmgrportal bl - pd
< O | configmgrportal * = 4 O
Cireson Portal for Configuration Manager

Configuration Manager Portal Configuration Wizard x

Portal Database

Enter information about the Microseft SQL Server on which the Portal database is stored.

Server Primary

Database C

Portal Information
Authentication Mode ;| Wind:
SQL User - Suceessfully connected te the Portal database on
50L server 'Primary’
SQL Password
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9. Click Next

3 configmgrportal

<& O

X+

‘ configmgrportal/_s&

Cireson Portal for Configuration Manager

>

Configuration Manager Portal Configuration Wizard

Portal Database

Enter information about the Microsoft SQL Server on which the Portal database is stored.
Server: Primary
Database Gonfightgr_Portal
Authentication Mode :| Windows Authentication
SQL User:

SQL Password

Test Gonnection

10. On the Configuration Manager page, in the Site Server field enter the name of the ConfigMgr

site server.

NOTE:
and cannot be a Secondary Site.

B3 configmgrportal

< O

x [

| configmgrportal/ setup/defaultasp

Cireson Portal for Configuration Manager

@

Configuration Manager Portal Configuration Wizard

Coniiguration Manager

Enter information about the Configuration Manager Server on which the Portal should integrate. This can only be a
Primary Site Server and is typically the Central Site Server.

Site Server Primary
Test Connection
SQL Server

SQL Database
Authentication Mode :| Windows Authentication
SQL User

SQL Password

Test Connection
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11. Click Test connection

B3 configmgrportal X+

< > 0O |canﬁgmgrpena\  se

Cireson Portal for Configuration Manager

@

Configuration Manager Portal Configuration Wizard X
Configuration Manager

Enter information about the Configuration Manager Server on which the Portal should integrate. This can only be a
Primary Site Server and is typically the Central Site Server.

Site Server Primary

Test Connection

SQL Server

50L Database

Authentication Mode :| Windows Authentication v
SQL User

SQL Password

Test Connection

If the connection is successful, you will see the message Successfully connected to
‘<ConfigMgr_Site_Server_name>’

B configmgrportal * 4 = X

&< = 0O |car||\gmgrpurla\ ' se

Cireson Portal for Configuration Manager

®

Configuration Manager Portal Configuration Wizard X
Configuration Manager

Enter information about the Configuration Manager Server on which the Portal should integrate. This can only be a
Primary Site Server and is typically the Gentral Site Server.

Site Server Primary
Test Connection
SQL Server Portal Information

S0l Database Successfully connected to ‘Primary’

Mode - Windg

S0L User

S0L Password

Test Connection
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12. Enter the name of the SQL Server hosting the ConfigMgr database in the SQL Server field and
the name of the ConfigMgr database in the SQL Database field.

B configmgrportal X+ - X
< = 0O ‘ configmgrportal g | = )
Cireson Portal for Configuration Manager
Configuration Manager Portal Configuration Wizard x

Configuration Manager

Enter information about the Configuration Manager Server on which the Portal should integrate. This can only be a
Primary Site Server and s typically the Central Site Server

Site Server Primary

est Connection

SQL Server Primary

SQL Database CM_CIR

Authentication Mode :| Windows Authentication v
SQL User

SQL Password

13. If you are using Windows Authentication click the Test Connection button. If you are using SQL
Authentication select this from the Authentication Mode dropdown and enter the relevant
details in the SQL User and SQL Password fields before clicking the Test Connection button.

NOTE: If you are using Windows Authentication, the IIS Application Pool identity

configured in the section is used to access the
database.

B configmgrpertal X+ - x

e )] ‘ configmgrportal r | = & @

Cireson Portal for Configuration Manager

Configuration Manager Portal Configuration Wizard x
Configuration Manager

Enter information about the Configuration Manager Server on which the Portal should integrate. This can only be a
Primary Site Server and is typically the Ceniral Site Server.

Site Server Primary

SQL Server Primary

SQL Database CM_CIR

Authentication Mode :| Windows Authentication v
SQL User

SQL Password
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If the connection is successful, you will see the message Successfully connected to the
Configuration Manager database on SQL Server ‘<server_name>’.

B configmgrportal X+ - X

« = 0O ‘conﬁgmgvporla\ se

Cireson Portal for Configuration Manager

@

Configuration Manager Portal Configuration Wizard x
Configuration Manager

Enter information about the CGonfiguration Manager Server on which the Portal should integrate. This can enly be a
Primary Site Server and is typically the Central Site Server.

Site Server Primary
Test
Portal Information
SQL Server: Prim3

SQL Database oM Successfully connected to the Configuration

= Manager database on SQL server Primary’
Authentication Mode < Wind

SQL User:

SQL Password

Test Connection
[ e

14. Click Next

B configmgrpartal X + = x
&< = 0O | configmgrportal/_setu 7}| = “Z O

Cireson Portal for Configuration Manager

o

Configuration Manager Portal Configuration Wizard x
Configuration Manager

Enter information about the Canfiguration Manager Server on which the Porfal should integrate. This can only be a
Primary Sile Server and is fypically the Central Site Server.
Site Server Primary
Test gomrmcson
Portal Information

SQL Server : Prima
SOL Database CM_C  Successfully connected o the Configuration

= Manager database on SQL server ‘Primary’
Authentication Mode :| Windd
SOL User

SQL Password

Test Connection
Freves m
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15. If you plan to integrate the ConfigMgr Portal with the Mic
the Microsoft Deployment Toolkit page select the Enable

3 configmgrpartal

& O

X+

‘ configmgrpertal/ set

Cireson Portal for Configuration Manager

S

Configuration Manager Portal Configuration Wizard
Microsoft Deployment Toolkit

Enter information about the MDT database

MDT Integration Enab\e MDT Integration

S0L Server

SQL Database

Authentication mode -| Windows Authentication
saL User

S0L Password

Test Connection

rosoft Deployment Toolkit (MDT), on
MDT Integration checkbox.

x

*| = o]

Z

16. Enter the name of the SQL Server hosting the MDT database in the SQL Server field and the

name of the MDT database in the SQL Database field.

B configmgrportal

& O

X+

‘ configmgrportal/_set:

Cireson Portal for Configuration Manager

)

Configuration Manager Portal Configuration Wizard
Microsoft Deployment Toolkit
Enter information about the MDT database.

MDT Integration Enable MDT Integration
SQL Server Primary
SQL Database © MDT

Authentication mode -| Windows Authentication

saL user

5QL Password

Test Connection
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17. If you are using Windows Authentication click the Test Connection button. If you are using SQL
Authentication select this from the Authentication mode dropdown and enter the relevant
details in the SQL User and SQL Password fields before clicking the Test Connection button.

NOTE: If you are using Windows Authentication, the IIS Application Pool identity

configured in the section is used to access the
database.

B configmgrportal X+ = X

< = 0 | configmgrportal v | )

Cireson Portal for Configuration Manager

Configuration Manager Portal Configuration Wizard x
Microsoft Deployment Toolkit

Enter information about the MDT database

MOT Integration : 2] Enable MDT Integration
SQL Server Primary

SQL Dalabase MDT

Authentication mode ;| Windows Authentication
saL User

SQL Password :

If the connection is successful, you will see the message Successfully connected to the MDT
database on SQL Server ‘<server_name>’.

B configmgrportal X [+ = X
< = 0O | configmgrportal g ‘ = Z Q0
Cireson Portal for Configuration Manager
Configuration Manager Portal Configuration Wizard x

Microsoft Deployment Toolkit

Enter information about the MDT database.

MDT Integration Enable MDT Integration
S0L Server Primary
SQL Dalabase : MDT|

Portal Information
Authentication mode :| Wind
SaL User Successfully connected to the MDT database on
SQL server Primary’.

SQL Password
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18. Click Next

3 configmgrpertal X |+

- X
&« = O ‘ configmgrportal/_set {"r | = :f_ @
Cireson Portal for Configuration Manager
Configuration Manager Portal Configurafion Wizard x

Microsoft Deployment Toolkit

Enter information about the MDT database

MDT Integration : (2] Enable MDT Infegration
SQL Server Primary
SQL Database MDT

Portal Information
Authentication mode :| Windc

Successfully connected to the MDT database on
SQL User
SQL server Primary’

Test Connection

SQL Password :

19. On the Administrators Group page, in the AD Group/User field enter the name of the Active

Directory group/user that will have full access to the Portal in the format <domain>\<name> or
<server_name>\<name>

NOTE: The validation of this group is performed using the IIS Application Pool identity
configured in the Configuring the IS Application Pool section.

It is recommended that the user running the Portal Configuration Wizard is a
member of this group.

B configmgrportal X |8

- X
é — O | configmgrportal/_setup/default.asp ﬁ ‘ = :/. ﬁ
Cireson Portal for Configuration Manager
Configuration Manager Portal Configuration Wizard x

Administrators Group

Enter the name of the AD Group/User that will be granted complefe access to the portal

IAD Group/User ;| iresoniCireson GM Portal Admins| I

Validate Membership
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20. Click Validate Membership

3 configmgrportal X+ = X
< = 0O ‘ configmgrportal/ set *| = Z Q

Cireson Portal for Configuration Manager

®

Configuration Manager Portal Configuration Wizard x
Administrators Group

Enter the name of the AD Group/User that will be granted complete access to the portal

AD Group/User :| ireson\Gireson CM Portal Admins|

Validate Membership

If the validation is successful, you will see the message Current user ‘<domain>\<user_name>’
is a member of one or more of the specified Active Directory groups.

B3 configmgrportal X+ - X

é — o ‘ configmgrportal/_setup/default.asp

Cireson Portal for Configuration Manager

o

Configuration Manager Portal Configuration Wizard X
Administrators Group

Enter the name of the AD Group/User that will be granted complete access to the porfal

AD Group/User ;| CIRESOM\Cireson CM Portal Adn

Validate Membership

Portal Information

Current user ‘CIRESON\Cireson CM Portal is
member of one or mare of the specified Active
Directory groups.
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21. Click Next

B3 configmgrportal X IS ®
< O |cunﬁgmgrpuna|;:e {(| = 7 O

Cireson Portal for Configuration Manager

S

Configuration Manager Portal Configuration Wizard

Administrators Group

Enter the name of the AD Group/User that will be granted complete access to the portal

AD Group/User ;| CIRESON\Cireson CM Portal Adn

Validate Membership

Portal Information
Current user ‘CIRESON\Cireson CM Portal'is a

member of one or more of the specified Active
Directory groups

22. Click Finish on the Wizard Complete page to complete the installation of the Portal.

B configmgrportal x o+

é

O | configmgrportal/ e

Cireson Portal for Configuration Manager

&

Configuration Manager Portal Configuration Wizard

Wizard Complete

This completes the configuration wizard. Click "Finish to save your seftings and close this wizard.

Hote that all settings in this wizard can be changed directly in the application if desired
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The Cireson Portal for Configuration Manager page will then be displayed.

® Cireson CM Portal X+ = X

é — O ‘ configmgrportal/default.asp ﬁ‘ = :/. @

ConfigMgr Portal CIRESON\Cireson CM Portal +

Cireson Portal for Configuration Manager

s o

New

Installing the Caching Service

The ConfigMgr Portal uses a caching service to query information from the ConfigMgr database and
insert it into the ConfigMgr Portal database. By default, the Caching Service installs to C:\Program
Files\Cireson\Portal for Configuration Manager\Services.

To install the Portal Caching Service:
1. Logon to the server that is hosting the Portal.

2. Run either Cireson ConfigMgr Portal Service x64.msi or Cireson ConfigMgr Portal Service
x86.msi depending on the architecture of the machine you are running which will start the
Cireson ConfigMgr Portal Service Setup installation.
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3. Select the | accept the terms in the License Agreement checkbox.

Please read the Cireson ConfigMgr Portal Service
License Agreement

End User License Agreement v1.3

Please read the following terms and
conditions carefully as they describe your
right to use the Software Applications. By
clicking “accept” and using the Software
Applications, you accept these terms and
conditions and enter into a legally binding
agreement (“Agreement”) with Cireson, LLC
(“Cireson,” “us,” “our” or “we") on behalfof

vnnrealf and vanre Aarmanizatinn Voo chanld

[#]1 accept the terms in the License Agreement

| [ Bak || Install

Please read the Cireson ConfigMgr Portal Service
License Agreement

End User License Agreementvl.3

Please read the following terms and
conditions carefully as they describe your
right to use the Software Applications. By
clicking “accept” and using the Software
Applications, you accept these terms and
conditions and enter into a legally binding
agreement (“Agreement”) with Cireson, LLC
(“Cireson,” “us,” “our” or “we") on behalfof

wrnirealf and vanre nrmanizatinn Ve chnnld

[#]1 accept the terms in the License Agreement
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5. Click Yes on the User Account Control dialog box if it is displayed.

Program name:  C\Users\CM Admin'\Desktop ConfigMgr Portal
Service Installer\Cireson ConfigMgr Portal Service
wbdmsi

Publisher: Unknown
File erigin: Hard drive on this computer

(%) Show details [ Ve ]| Mo

Change when these notifications appear

Setup will then install the Cireson ConfigMgr Portal Service.

Once the installation has completed, the Completed the Cireson ConfigMgr Portal Service
Setup Wizard screen will be displayed.

Completed the Cireson ConfigMgr Portal
Service Setup Wizard

Clidk the Finish button to exit the Setup Wizard.
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6. Click Finish to close setup wizard.

Completed the Cireson ConfigMgr Portal
Service Setup Wizard

Click the Finish button to exit the Setup Wizard.

7. Navigate to the location where the Caching Service was installed (by default C:\Program
Files\Cireson\Portal for Configuration Manager\Services).

8. Open the XML Configuration file called ConfigMgr Portal Hosting Service.exe.config in Notepad.

Home Share View v 8
@ - 1 ‘ |l « Cireson » Portsl for Configuration Manager » Services » v & ‘ | Search Services » |
* Eavorites Name - Date modified Type Size z
B Desktop L logs 15/02/2017 10:21 File folder -
j Downloads AdminUl.AppManFoundation.dll 10/03/2017 00:34 Application extens... 108 KB -
"5l Recent places AdminUl.DemObjectWrapper.dll 10/03/2017 00:34 Application extens... 129 KB 1
AdminUlWglQueryEngine.dil 10/03/2017 00:34 Application extens... 90 KB
18 This PC CodeEngine Framework.dll 10/03/2017 00:34 Application extens... B2 KB
ConfighMgr Portal Caching Service.dll 10/03/2017 00:34 Application extens... B2 KB
€ Network ConfighMgr Portal Deployment Service.dll  10/03/2017 00:34 Application extens... 42 KB
=] ConfighMgr Portal Hosting Service 10/03/2017 00:34 Application 42 KB
| | ConfighMgr Partal Hosting Service.exe 10/03/2017 00:34 CONFIG File 48| "
26items  1itemn selected 3.92KB E= IET
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9. Verify that the BaseFolder key is set correctly to the path of the Portal files, for example
C:\Inetpub\ConfigMgr Portal

_I:I-

E ConfigMgr Portal Hosting Service.exe - Notepad
File Edit Format View Help
k?xml version="1.8" encoding="utf-8"?> -~
<configuration»
<appSettings>

kadd key=-"BaseFolder" wvalue="C:\Inetpub\ConfigMgr Portal”/>|
<add key="DeploymentServiceEndPoint” value="http://localhost:8680/DeploymentService/"/
<add key="ClientSettingsProvider.ServicelUri"” value=""/>
</appSettings>»
<startup>
<supportedRuntime version="v4.8" sku="_.NETFramework,Version=v4.5"/>
</startup>
<system.serviceModel>»
<bindings>
<wsHttpBinding>»
<binding name="WSHttpBinding_IDeploymentService" receiveTimecut="00:10:08"
sendTimeout="080:18:088" maxBufferPoolSize="2147483647" maxReceivedMessageSize="21.
<security mode="Message">»
<transport clientCredentialType="Windows" />
<message clientCredentialType="Windows" negotiateServiceCredential="true"
algorithmSuite="Default"” />
<fsecurity>
</binding>
<binding name="WSHttpBinding ICacheService" closeTimeout="80:01:60"
openTimeout="00:01:88" receiveTimeout="080:18:088" sendTimeout="006:81:88"
bypassProxyOnlLocal="false" transactionFlow="false" hostNameComparisonMode="5tron
v

< mn k4

10. Start Services.msc and verify that the Cireson ConfigMgr Portal Hosting Service is running. If it
is not start it.

_I:I-

Q- Services
File Action View Help
&= ENENE L

. Services (Local)

Name -

&4 Application Management

L AppX Deployment Service (AppHSVC)

£ ASP.NET State Service

& Background Intelligent Transfer Service
(. Background Tasks Infrastructure Service

%+, Base Filtering Engine
., Certificate Propagation

Cireson ConfighMgr Portal Hosting Service

Description

Processes in...
Provides inf...
Provides su...
Transfers fil...
Windows in...
The Base Fil...
Copies user ...
Cireson Co...

Status

Running
Running
Running

Running
Running

Startup Type
Manual
Manual
Manual
Manual
Autornatic
Autormatic

Manual

Manual (Trig...

Log On As ~
Local Syste...

Local Syste..
Network 5...
Local Syste...
Local Syste..
Local Service

Local Syste...

54 CNG Key Isolation The CNG ke... Running Local Syste...
£ COM+ Event System Supports 5y..  Running  Automatic Local Service
4 COM+ System Application Manages th.. Running Manual Local Syste...
L Computer Browser Maintains a... Disabled Local Syste..
. ConfigMgr Task Sequence Agent CenfigMgr ... Manual Local Syste..
&4 Configuration Manager Remote Control Provides th... Disabled Local Syste...
L CONFIGURATION_MANAGER_UPDATE Running  Automatic Local Syste..
&4 Credential Manager Provides se... Manual Local Syste...
&4 Cryptographic Services Provides thr... Running  Automatic Network S...
£ DCOM Server Process Launcher Running Local Syste.. o

The DCOM... Autornatic

Extended }\ Standard

This completes the installation of the Cireson ConfigMgr Portal. The next section looks at the post
installation configuration tasks that need to be completed.
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Post Installation Configuration

Now that the Portal has been installed, there are a few post installation configuration steps that need to
be completed as detailed in this section.

To complete the Portal post installation configuration steps:

1. Start a browser and connect to the Portal (http://configmgrportal/default.aspx).

2. Using the dropdown beside the logged on username, navigate to Configuration Manager

Settings
® Portal X+ - X
& > O | configmorportal/defauttasp: *| = % O

ConfigMgr Portal

Cireson Portal for Configuration Manager

S

3. Verify that the settings under both the Configuration Manager Server and Database Settings
For Configuration Manager sections are configured correctly, correcting then saving them if

required.
® Configuration Manager > — X
&« = 0O ‘ configmgrportal/pa mgro Q

ConfigMgr Portal

CIRESOM\Cireson CM Portal ~

[— Configuration Manager Settings

J General Settings Reporting Services  Software Library  Templates
soFTwArE
| Gonfiguration Manager Server | Primary
s=guences
Gollection Memberhip Rule Type | Direct Membership -

AD Group Query Refresh Interval| 24 || Hours

[ Enable Configuration Manager Role-Based Administration

e Database Settings For Gonfiguration Manager
SQL Serverunstance - Primary
s Database CM_GIR
Authentication Mode Windows Authenticafion
SQL Username - [
Password : [ Test Connection

HEW
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Using the dropdown beside the logged on username, navigate to Service Settings
® Fortal X+

& > 0O |cunﬁgmgrpurla\ def

ConfigMgr Portal

*| =

Cireson Portal for Configuration Manager

.

5. Click the Service Tasks tab.

® Services Settings - Cires X - X
«~ = 0O ‘ configmgrportal/pages/settings/servi ces

ConfigMgr Portal

CIRESOM\Cireson CM Portal ~

Service Settings

J Registered Services

I service Tasksl

sorwase

D SenvicsName ServerName Created

Version HeartBeat
10002/2017 14:26:43 301410

s 1

Configlosation
sequences

Hosting Senviee ERIMARY 10032017 14:20:53 CilnetpublConfighgr PortaliConfiguration xm Details

azpoRTs

HEW
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6. Select the required setting you wish to configure from the Tasks dropdown.

@ services Settings - Cires X+ = X

)] | configmgrportal/pages/settings/serviceoverview.aspx?tabid=services Yo | =

ConfigMgr Portal CIRESON\Cireson CM Portal =

o= Service Settings

Registered Services |  Service Tasks

Scheduled Task Settings

Tasks Group

:

User

ELOTMENTS Get Every hours

e [ Auto ugy Computer

O Auto cif Sofivare
DeploymentScape

In MDT For Updated Confightar Computers
alue Upon BICS GUID Auto Update

NEw

7. Configure how often the Portal should query the ConfigMgr database for the relevant data then
click Save Changes.

The default frequencies are shown in the table below:

Task Default Frequency of Every...
Group 1 hour

User 20 minutes

Computer 10 minutes

Software 24 hours

DeploymentScope | 4 hours

8. Repeat Steps 6 and 7 as required for the other objects you wish to configure.
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Verifying the Portal is Working Correctly

The final part of the process is to verify that the Portal is actually able to successfully retrieve data from
the ConfigMgr database.

To verify the Portal can successfully retrieve data from the ConfigMgr database:

1. Start a browser and connect to the Portal (http://configmgrPortal). The Cireson Portal for
Configuration Manager will be displayed.

® Cireson CM Portal x |+ = X
< = 0O ‘ configmgrportal/defzult asps hrd | = ¥Z & -

ConfigMgr Portal

Cireson Portal for Configuration Manager

O

NEW

2. From the Navigation menu select an option to display the data retrieved from the ConfigMgr
database by the Portal. For example, to retrieve a list of computers navigate to Computers
® Cireson CM Portal X+ - X
& > 0O | configmgrportal/default. aspx
ConfigMgr Portal CIRESOM\Cireson CM Portal ~
Cireson Portal for Configuration Manager
Installation Guide 1.0
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3. Verify the Portal shows only installed ConfigMgr Clients (which is how the default Standard
Computer View for computers is configured).
® Manage Computers-C X+

é — O | configmgrportal/pages/lists/computers.asp: jk |

ConfigMgr Portal

~
e Computers | stwndara computer vie = Find Computer by | User Mame »| % @ s
O eme Site Domain Operating System MAC Adaress lVirtal | PresentinCH | et
usees
Filter Filter Filte Filter Filter NoFilte | NoFilter | NoFiter =
|SOETNARE [n} PRIMARY Active CIRESON Microsoft Windows Server 2012 R2 Standard 00:15:50:00:03 84: True True True
o ww sative creson Microsoft Windows 7 Enterprise 001550000387 Twe T True
o [n} WINLD Active CIRESON Microsoft Windows 10 Enterprise 00:15:50:00.03 BE; True True True
stquences
E——
J—
sevonrs
s
‘ Overview ‘ MDT Configuration Manager Primary Users. 0SD Readiness MDT Roles Deployments Available Software

Add/Remave Programs

Computer Name : N/A
Operating System : N/A
Domain N/A
Creation Date N/A

Configgr Resource D :N/A
= MDTID: WA

NOTE: The primary purpose of the Cireson ConfigMgr Portal is for deployment purposes so it

defaults to only showing computers you can deploy to i.e. have the ConfigMgr Client
installed.

It is possible to create custom views for example to show discovered resources, or those
marked as obsolete and even decommissioned computers.

Details of how to create custom views can be found in the Administrators Guide.

This completes the post installation configuration of the Portal.
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This section details how to backup and restore the Portal.

Backing up the Portal is simply a case of making sure that the following are backed up on a regular basis:

e Portal SQL database
e Directory containing the Portal files from the server where the Portal is installed for example
C:\Inetpub\ConfigMgr Portal?

Should you need to restore the Portal for any reason the restore process is a two-step procedure:

1. Restoring the SQL Backup — The most recent backup of the Portal database should be restored
and then checks run using this guide to ensure the security rights are still present.

2. Restoring the ConfigMgr Portal folder structure — The next step is to restore the most recent
backup of the Portal folder structure (for example C:\Inetpub\ConfigMgr Portal). Alternatively
recreate the installation directory as detailed in the section
then overwrite the Configuration.xml and Web.config files created in this directory with the
one from the most recent backup.

2 At a minimum, the Configuration.xml and Web.config files needs to be backed up.
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This section details how to upgrade the Cireson Portal for Configuration Manager from pre-release
versions.

NOTE:

If you are running a pre-release version of the Cireson Portal for Configuration Manager,
this section provides the necessary steps to upgrade to the current release.

If this is a new installation of the Cireson Portal for Configuration Manager, follow the
procedures in the ‘Installation Guide.PDF’ included in the CMP Build.zip download.

To upgrade from previous versions to the current version:

1.

Extract the CMP Build.zip file to a temporary folder
a. This zip file contains the following files:
i. Release Notes.html (the release notes for this build)
ii. Installation Guide.PDF (the installation instructions for new installs)
iii. ConfigMgr Portal.zip (the installation files for the website)
iv. ConfigMgr Portal Service Installers.zip (the Windows Installer files for the
Cireson ConfigMgr Portal Hosting Service installation)
v. Upgrade Guide.PDF (this document)
Stop the Portal web site via Internet Information Services Manager
a. This should not be necessary, but it doesn’t hurt to do so ©
Copy your existing Configuration.xml file from your installation location (for example,
C:\Inetpub\ConfigMgr Portal) to a backup location

a. This file will be overwritten during the upgrade and you will want to have your version
of the file to restore later as it contains the configuration of your implementation of the
Cireson Portal for Configuration Manager

From Control Panel, uninstall the Cireson ConfigMgr Portal Service

a. This service needs to be upgraded, so uninstall the existing one and in a later step, you

will install the newer version of the service
Extract the contents of the ConfigMgr Portal.zip from the temporary folder to your web site
installation folder (such as C:\Inetpub\ConfigMgr Portal)

a. You will be prompted to replace a large number of files (over 1,700), which you should
allow to complete

Copy your original Configuration.xml file copied in Step 3 to the web site installation folder
(such as C:\Inetpub\ConfigMgr Portal) overwriting the new version of the file

a. You will need to replace the new Configuration.xml with your own so that you don’t

have to reconfigure a number of settings you had previously completed
Ensure that your IIS application pool account has Modify rights to the web site installation folder
(such as C:\Inetpub\ConfigMgr Portal)

a. Inthe pre-release installation document, it was only listed as needing Read rights to the
folder, and Modify rights to a couple of files. You now should ensure that the account
has Modify rights to the entire folder and all files and subfolders.

On the SQL Server computer that is hosting your Cireson Portal for Configuration Manager
database, start SQL Server Management Studio
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10.

11.

12.

13.

a. Select the Cireson Portal for Configuration Manager database, and then execute the two
SQL scripts that are provided with the Preview 2 release that are now in your
C:\Inetpub\ConfigMgr Portal\_Setup\Database folder):

i. dbTables.sql
ii. dbData.sql

b. Executing these two scripts is necessary due to database schema changes from the

initial Preview release
Extract the ConfigMgr Portal Service Installers.zip to a temporary folder, and then run the
appropriate Windows Installer file to install either the 64-bit or 32-bit service

a. The Cireson ConfigMgr Portal Service has changed from the preview release so needs to
be reinstalled

From the C:\Program Files\Cireson\Portal for Configuration Manager\Services folder, open the
ConfigMgr Portal Hosting Service.exe.config file in Notepad and verify that the "BaseFolder"
value is correct for your web site installation

a. The default path is set to C:\Inetpub\ConfigMgr Portal. If this is not your web site
installation folder, set the “BaseFolder” value to reflect your installation

Start the Cireson ConfigMgr Portal Hosting Service
a. Verify the log files for the service in the
C:\Program Files\Cireson\Portal for Configuration Manager\Services\logs folder
i. hostingService.log (should indicate that the service found your server and
database and started successfully)
ii. CachingService.log (should see it identifying computers, users and software for
your environment)
Start the Portal web site via Internet Information Services Manager
a. If you stopped the web site in Step 2, then you need to start it again to use it ©
Verify your version — now visible within the Portal:

a. Start your browser

b. Loginto the Portal web site

c. Inthe upper right corner of the Portal, hover the mouse over your logged-on user name

d. Inthe Settings menu that appears below your name, click General Settings

e. Inthe General Settings page, expand the “Product Version” section at the bottom

i. The Version should display as 3.0.1.501

Upon upgrade, the Caching Service will automatically perform a full update cycle just as if it were a new
installation. This is done to retrieve any new values for existing objects that are now implemented
through database schema changes.

As you upgrade, if your trial license has expired, you will be prompted to supply a new license key, which
will automatically take you to the Configuration Manager Portal Configuration Wizard where you can
enter the new license key that you’d receive from the Cireson sales team.
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With that, you should be all set and ready to enjoy all the new features and functions in the latest
release of the Cireson Portal for Configuration Manager. If you have not already done so, please be sure
to read the included Release Notes as well. That document will note any important known issues in this
release, as well as listing new features and capabilities for your testing.
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